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Motivation: the Communication Software Crisis

www.arl.wustl.edu/arl/
� Symptoms

Communication hardware gets
smaller, faster, cheaper

– Communication software gets larger,
slower, more expensive

� Culprits

– Inherent and accidental complexity

� Solution Approach

– Standard communication
middleware
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Problem: Lack of QoS-enabled Middleware

HHOOSSTT  IINNFFRRAASSTTRRUUCCTTUURREE  MMIIDDDDLLEEWWAARREE

DDIISSTTRRIIBBUUTTIIOONN  MMIIDDDDLLEEWWAARREE

CCOOMMMMOONN  MMIIDDDDLLEEWWAARREE  SSEERRVVIICCEESS

AAPPPPLLIICCAATTIIOONNSS

HHAARRDDWWAARREE  DDEEVVIICCEESS

WWTTSS
HHUUDD

NNaavv

AAVVIIOONNIICCSS
RREEPPLLIICCAATTIIOONN

SSEERRVVIICCEE
DDOOMMAAIINN--SSPPEECCIIFFIICC  MMIIDDDDLLEEWWAARREE  SSEERRVVIICCEESS

OOPPEERRAATTIINNGG  SSYYSSTTEEMMSS  &&  PPRROOTTOOCCOOLLSS

EEVVEENNTT
CCHHAANNNNEELL

CCoonnss
CCoonnss

CCoonnss

� Many applications require QoS
guarantees

– e.g., avionics, telecom, WWW,
medical, high-energy physics

� Building these applications
manually is hard

� Existing middleware doesn’t
support QoS effectively

– e.g., CORBA, DCOM, DCE, Java
� Solutions must be integrated

horizontally & vertically
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Candidate Solution: CORBA

INTERFACE

REPOSITORY

IMPLEMENTATION

REPOSITORY

IDL
COMPILER

DII ORB
INTERFACE

ORBORB    CORECORE GIOPGIOP//IIOPIIOP//ESIOPSESIOPS

IDLIDL
STUBSSTUBS

operation()operation()
in  args

out  args + return  value

CLIENT
OBJECT
(SERVANT)

OBJ

REF

STANDARD  INTERFACE STANDARD  LANGUAGE  MAPPING

ORB-SPECIFIC  INTERFACE STANDARD  PROTOCOL

INTERFACE

REPOSITORY

IMPLEMENTATION

REPOSITORY

IDL
COMPILER

IDL
SKELETON

DSI

OBJECT

ADAPTER

www.cs.wustl.edu/�schmidt/corba.html

Goals of CORBA

� Simplify distribution
by automating

– Object location &
activation

– Parameter
marshaling

– Demultiplexing
– Error handling

� Provide foundation
for higher-level
services
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Problem: Optimizing Complex Software

DIAGNOSTIC  STATIONSDIAGNOSTIC  STATIONS

ATMATM
MANMAN

ATM

LAN

ATM

LAN

MODALITIES

(CT, MR, CR)
 CENTRAL

BLOB STORE

CLUSTER

BLOB

STORE

DX

BLOB

STORE

www.cs.wustl.edu/�schmidt/
JSAC-99.ps.gz

Common Problems !

� Optimizing complex software
is hard

� Small “mistakes” can be costly

Solution Approach (Iterative) !

� Pinpoint overhead via
white-box metrics
– e.g., Quantify and

VMEtro

� Apply patterns and framework
components

� Revalidate via white-box and
black-box metrics
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Solution 1: Patterns and Framework Components

ACCEPTORCONNECTOR

ABSTRACT
FACTORY

SERVANTCLIENT

OS  KERNELOS  KERNEL

LEADER /
FOLLOWERS

THREAD -SPECIFIC
STORAGE

COMPONENT
CONFIGURATOR

REACTOR

WRAPPER  FACADES

STRATEGY

www.cs.wustl.edu/�schmidt/ORB-
patterns.ps.gz

Definitions

� Pattern

– A solution to a problem in
a context

� Framework

– A “semi-complete”
application built with
components

� Components

– Self-contained, “pluggable”
ADTs
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Patterns for Communication Middleware

Event
Patterns

Concurrency
Patterns

External
Polymorphism

Wrapper
Facade

Connector

Acceptor

Thread
Pool

Thread-per
Session

Thread-per
Request

Asynchronous
Completion

Token

Thread
Specific
Storage

Active
Object

Half-Sync/
Half-Async

Leader/
Followers

Service
Configurator

Object
 Lifetime
Manager

Reactor

Proactor

Double
Checked
Locking

Thread-
Safe

Interface

Scoped
Locking

Strategized
Locking

Initialization
Patterns

Synchronization
Patterns

� Observation

– Failures rarely result
from unknown scientific
principles, but from
failing to apply proven
engineering practices
and patterns

� Benefits of Patterns

– Facilitate design reuse
– Preserve crucial design

information
– Guide design choices
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The ADAPTIVE Communication Environment (ACE)

PROCESSES/
THREADS

DYNAMIC
LINKING

SHARED
MEMORY

SELECT/
IO COMP

FILE SYS
APIS

WIN32 NAMED
PIPES & UNIX
STREAM PIPES

UNIX
FIFOS

CC
AAPPIISS

SOCKETS/
TLI

CCOOMMMMUUNNIICCAATTIIOONN
SSUUBBSSYYSSTTEEMM

VVIIRRTTUUAALL  MMEEMMOORRYY  &&  FFIILLEE
SSUUBBSSYYSSTTEEMM

GGEENNEERRAALL  OOPPEERRAATTIINNGG  SSYYSSTTEEMM  SSEERRVVIICCEESS

PPRROOCCEESSSS//TTHHRREEAADD
SSUUBBSSYYSSTTEEMM

FFRRAAMMEEWWOORRKK
LLAAYYEERR

AACCCCEEPPTTOORR CCOONNNNEECCTTOORR

NNEETTWWOORRKKEEDD
SSEERRVVIICCEE

CCOOMMPPOONNEENNTTSS
LLAAYYEERR

NAME
SERVER

TOKEN
SERVER

LOGGING
SERVER

GATEWAY
SERVER

SOCK SAP/
TLI SAP

FIFO
SAP

LOG
MSG

SSEERRVVIICCEE
HHAANNDDLLEERR

TIME
SERVER

CC++++
WWRRAAPPPPEERR
FFAACCAADDEE
LLAAYYEERR SPIPE

SAP

CCOORRBBAA
HHAANNDDLLEERR

FILE
SAP

SHARED
MALLOC

THE ACE ORB
(TAO)

JAWS ADAPTIVE
WEB SERVER

SSTTAANNDDAARRDDSS--BBAASSEEDD  MMIIDDDDLLEEWWAARREE

RREEAACCTTOORR//
PPRROOAACCTTOORR

PROCESS/
THREAD
MANAGERS

SSTTRREEAAMMSS

SSEERRVVIICCEE
CCOONNFFIIGG--
UURRAATTOORR

SYNCH
WRAPPERS

MEM
MAP

OOSS  AADDAAPPTTAATTIIOONN  LLAAYYEERR

www.cs.wustl.edu/�schmidt/ACE.html

� ACE Overview
– Concurrent OO

networking
framework

– Available for C++
and Java

– Ported to POSIX,
Win32, VxWorks,
Chorus, PharLap
TNT, et al.
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ACE and TAO Statistics

� Over 30 person-years of effort

– ACE > 200,000 LOC
– TAO > 125,000 LOC
– TAO IDL compiler > 100,000 LOC
– TAO CORBA Object Services >

150,000 LOC

� Ported to POSIX, Win32, VxWorks,
et al.

� Large user community

– www.cs.wustl.edu/�schmidt/ACE-
users.html

� Currently used by dozens
of companies

– Bellcore, Boeing,
Ericsson, Kodak,
Lockheed, Lucent,
Motorola, Nokia, Nortel,
Raytheon, SAIC,
Siemens, etc.

� Supported commercially

– ACE !

www.riverace.com
– TAO !

www.theaceorb.com
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Real-time Optimizations in TAO

NETWORKNETWORK

OS  KERNELOS  KERNEL

OS  IOS  I//O  SUBSYSTEMO  SUBSYSTEM

NETWORK  INTERFACESNETWORK  INTERFACES

ORBORB
INTERFACEINTERFACE

ORBORB
CORECORE

operation()operation()

IDLIDL
STUBSSTUBS

OBJECTOBJECT

ADAPTERADAPTER

IDLIDL
SKELETONSKELETON

in  argsin  args

out  args + return  valueout  args + return  value

CLIENT

GIOP

OBJECT
(SERVANT)

CONCURRENCY

MODELS

TRANSPORT

PROTOCOLS

I/O
SUBSYSTEM

NETWORK

ADAPTER

PRESENTATION

LAYER

SCHEDULING,
DEMUXING, &
DISPATCHING

DATA  COPYING

&  MEMORY

ALLOCATION

CONNECTION

MANAGEMENT

OS  KERNEL

OS  I/O  SUBSYSTEM

NETWORK  INTERFACES

OBJ

REF
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New TAO Features and Optimizations

STANDARD

SYNCHRONIZERS

END-TO-END

PRIORITY

PROPAGATION

ORB  CORE

OBJECT

ADAPTER

CLIENT
OBJECT
(SERVANT)

THREAD

POOLS

EXPLICIT

BINDING

NETWORK

OS  KERNEL

NETWORK  INTERFACE

OS  I/O  SUBSYSTEM

OS  KERNEL

NETWORK  INTERFACE

OS  I/O  SUBSYSTEM

PLUGGABLE
PROTOCOLS  &

PROPERTIES

GIOP GIOP

� New Features

– Real-time CORBA
– Minimum CORBA
– CORBA Messaging
– Fault Tolerance

� URL

– �schmidt/TAO-
status.html
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Integrating TAO with ATM I/O Subsystem

REACTOR

(20  HZ)

REACTOR

(10  HZ)

REACTOR

(5  HZ)

REACTOR

(1  HZ)

ORB  CORE

APIC  ATM  DRIVER

I/O
SUBSYSTEM

PER-VC

SOCKET

QUEUES

APIC  PACING

QUEUES

Z

E

R

O

C

O

P

Y

B

U

F

F

E

R

S

�schmidt/RIO.ps.gz

Features

� Vertical integration of QoS
through ORB, OS, and ATM
network

� Real-time I/O enhancements
to Solaris kernel

� Provides rate-based QoS
end-to-end

� Leverages APIC features for
cell pacing and zero-copy
buffering
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Strategized Scheduling Framework
  ssttrruucctt  RRTT__IInnffoo
  {{
        wwcc__eexxeecc__ttiimmee__;;
        ppeerr iioodd__;;
        ccrr iittiiccaalliittyy__;;
        iimmppoorr ttaannccee__;;
        ddeeppeennddeenncciieess__;;
  }};;

SSCCHHEEDDUULLIINNGG

    SSTTRRAATTEEGGYY

        RRTT__IINNFFOO

RREEPPOOSSII TTOORRYY

        OOFFFF--LL II NNEE

SSTTRRAATTEEGGIIZZEEDD

    SSCCHHEEDDUULLEERR

OOFFFF--LLIINNEE

OONN--LLIINNEE

        RRTT__IINNFFOO

RREEPPOOSSII TTOORRYY

    RRUUNN--TTIIMMEE

SSCCHHEEDDUULLEERR

  11..  SSPPEECCIIFFYY  RRTT__OOPPEERRAATTIIOONN

            CCHHAARRAACCTTEERRIISSTTIICCSS  AANNDD

            DDEEPPEENNDDEENNCCIIEESS

  55..  AASSSSEESSSS  SSCCHHEEDDUULLAABBIILL IITTYY

  33..  AASSSSII GGNN  SSTTAATTIICC  PPRRIIOORRIITTYY  AANNDD  SSTTAATTIICC  SSUUBBPPRRIIOORRIITTYY

  44..  MMAAPP  SSTTAATTIICC  PPRRIIOORRIITTYY,,  DDYYNNAAMMII CC  SSUUBBPPRRII OORRII TTYY,,  AANNDD

          SSTTAATTIICC  SSUUBBPPRRIIOORRIITTYY  II NNTTOO  DDIISSPPAATTCCHHIINNGG  PPRRIIOORRIITTYY

          AANNDD  DDIISSPPAATTCCHHIINNGG  SSUUBBPPRRIIOORRIITTYY

  66..  AASSSSIIGGNN  DDIISSPPAATTCCHHIINNGG  QQUUEEUUEE  CCOONNFFIIGGUURRAATTIIOONN

  22..  PPOOPPUULLAATTEE

            RRTT__IINNFFOO

            RREEPPOOSSIITTOORRYY

  77..  SSUUPPPPLLYY  DDIISSPPAATTCCHHIINNGG  QQUUEEUUEE

            CCOONNFFIIGGUURRAATTIIOONN  TTOO  TTHHEE  OORRBB

RRTT
OOppeerraattiioonn

RRTT
OOppeerraattiioonn

RRTT
OOppeerraattiioonn

II //OO    SSUUBBSSYYSSTTEEMM

OORRBB    CCOORREE

OOBBJJEECCTT    AADDAAPPTTEERR

  99..  SSUUPPPPLLYY  SSTTAATTIICC  PPOORRTTIIOONNSS  OOFF

          DDIISSPPAATTCCHHIINNGG  PPRRIIOORRIITTYY  AANNDD

            DDIISSPPAATTCCHHIINNGG  SSUUBBPPRRIIOORRIITTYY

            TTOO  TTHHEE  OORRBB

((SSCCHHEEDDUULLEERR''SS
          OOUUTTPPUUTT

    IINNTTEERRFFAACCEE))

((SSCCHHEEDDUULLEERR''SS
              IINNPPUUTT

    IINNTTEERRFFAACCEE))

      88..  CCOONNFFIIGGUURREE  QQUUEEUUEESS  BBAASSEEDD

                OONN  DDIISSPPAATTCCHHIINNGG  QQUUEEUUEE

                CCOONNFFIIGGUURRAATTIIOONN

  1100..  DDYYNNAAMMIICC  QQUUEEUUEESS  AASSSSIIGGNN

                  DDYYNNAAMMIICC  PPOORRTTIIOONNSS  OOFF

                  DDIISSPPAATTCCHHIINNGG  SSUUBBPPRRIIOORRIITTYY

                  ((AANNDD  PPOOSSSSIIBBLLYY

                      DDIISSPPAATTCCHHIINNGG  PPRRIIOORRIITTYY))   OORRBB  EENNDDSSYYSSTTEEMM
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Applying ACE and TAO to Medical Imaging

DIAGNOSTIC  STATIONSDIAGNOSTIC  STATIONS

ATMATM
MANMAN

ATM

LAN

ATM

LAN

MODALITIES

(CT, MR, CR)
 CENTRAL

BLOB STORE

CLUSTER

BLOB

STORE

DX

BLOB

STORE

� Domain Challenges

– Large volume of “Blob”
data

� e.g., 10 to 40 Mbps
– “Lossy compression”

isn’t viable
– Prioritization of

requests

� URLs

– �schmidt/COOTS-
96.ps.gz

– �schmidt/av.ps.gz
– �schmidt/NMVC.html
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Applying ACE to Network Management

Session Router
Module

Presentation
Module

Event Filter
Module

Event Analysis
Module

Presentation
Module

Switch Router
Module

Reactor

MD110MD110 ERICSSONERICSSON

TELECOMTELECOM

SWITCHESSWITCHES

SUPERSUPER

VISORSVISORS

MD110MD110 ERICSSONERICSSON

MD110MD110 ERICSSONERICSSON

SUPERSUPER

VISORSVISORS

SUPERSUPER

VISORSVISORS

Switch IO

Session IO

� Domain Challenges

– Low latency
– Multi-platform
– Family of related

services
� URLs

– �schmidt/DSEJ-
94.ps.gz

– �schmidt/ECOOP-
95.ps.gz
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Applying ACE to Global PCS

WIDE  AREA

NETWORK

SATELLITESSATELLITES
TRACKINGTRACKING
STATIONSTATION

PEERSPEERS

STATUS  INFO

COMMANDS BULK  DATA

TRANSFER

LOCAL  AREA  NETWORK

GROUND
STATION

PEERS

GATEWAY

� Domain Challenges

– Long latency satellite links
– High reliability
– Prioritization

� URL

– �schmidt/TAPOS-
95.ps.gz
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Applying TAO to Real-time Avionics

REPLICATION

SERVICE

OBJECT  REQUEST  BROKER

1: SENSORS

GENERATE

DATA

FLIRGPS IFF

3:PUSH (EVENTS)

2: SENSOR  PROXIES  DEMARSHAL  DATA

&  PASS  TO  EVENT  CHANNEL

3:PUSH (EVENTS)

EVENT

CHANNEL

HUD Nav
Air

Frame
WTS

4: PULL(DATA)

� Domain Challenges

– Real-time periodic
processing

– Complex
dependencies

– Very low latency

� URL

–�levine/research/JSAC-
98.ps.gz
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Open ATM Signaling & Control

MANAGE

MIBTAO

RIO

APIC

NETWORK  OPERATIONS

CENTER - ENDSYSTEM

GET STATS
RECONFIG

SWITCH  STATUS

CHANGE

RIO

APIC

TAO objB

objA

LOW   LATENCY

CONTROL
HIGH - BANDWIDTH

VIDEO/AUDIO  DATA

ENDSYSTEM A

ENDSYSTEM B

HIGH - BANDWIDTH

BULK  DATA

ENDSYSTEM C

HIGH -BANDWIDTH

VIDEO/AUDIO

MULTICAST

NETWORK

SERVICE

PROCESSOR

SPC

WUGS

SPC

SPC

SPC

SPC

SPC

SC

CLASSIFIER /
ROUTER

ACTIVE   NETWORK

RESOURCE  CONTROLLER

NATIVE ATM  BYPASSES THROUGH APIC

ATM  PORT INTERCONNECT CONTROLLER (APIC)

USER

KERNEL

NSP

HIGH -PERFORMANCE

NETWORK  ELEMENT

WEIGHTED

FAIR

QUEUING

IP FLOW

CLASSIFICATION

AND ROUTING

TAO

WUGS

OBJECT

SIGNALING

SERVER
TAO

RESOURE

MANAGER

SWITCH

MANAGER

SWITCH  CONTROLLER

HIGH -PERFORMANCE   NETWORK   ELEMENT

QOS
MANAGER

TAO

PORT

CONTROLLER

SMART

 PORT

CARD
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Concluding Remarks

� Researchers and developers of distributed, real-time applications
confront many common challenges

– e.g., service initialization and distribution, error handling, flow control,
scheduling, event demultiplexing, concurrency control, persistence, fault
tolerance

� Successful researchers and developers apply patterns,
frameworks, and components to resolve these challenges

� Careful application of patterns can yield efficient, predictable,
scalable, and flexible middleware

– i.e., middleware performance is largely an “implementation detail”

� Next-generation ORBs will be highly QoS-enabled, though many
research challenges remain
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