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tional Symposium on Object-Oriented Real-time Distributed and efficient control over end-to-end system resources.
Computing (ISORC), Washington DC, April 29 — May 1, e As embedded systemBRE systems have weight, cost,
2002. and power constraints that limit their computing and

memory resources. For example, embedded systems of-
Abstract ten cannot use conventional virtual memory, since soft-
ware must fit on low-capacity storage media, such as
This paper discusses the software architecture of a Real- EEPROM or NVRAM.
time CORBA obiject request broker (ORB) called ZEN, writ-
ten in Real-time Java, which is designed to eliminate commoresigning DRE systems that implement all the required ca-
sources of overhead and non-determinism in ORB implempabilities, are fast and reliable, and use limited computing re-
tations. We illustrate how ZEN can be configured to select teurces is hard; building them on time and within budget is
minimal set of components used by an application. Our @¥en harder. In particular, DRE applications developers face
perience with ZEN indicates that combining Real-time Jati2€ following challenges:
with Real-time CORBA is a major step forward towards sim- Tedious and error-prone development— Accidental
plifying the development and maintenance of distributed mid-
dleware and applications with stringent quality of service re-
guirements.
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complexity proliferates, because many DRE applications
are still developed using low-level languages, such as C
and assembly languages.

Limited debugging tools— Although debugging tools
are improving, real-time and embedded systems are still
hard to debug due to inherent complexities, such as con-

1 Introduction to Distributed, Real- currency and remote debugging.
. ¢ Validation and tuning complexities— It is hard to val-
time, Embedded Systems idate and tune key quality of service (QoS) properties,

o _ such as (1) pooling concurrency resources, (2) synchro-
D|Str|buted, real'“me, and embedded (DRE) SyStemS are be- nizing concurrent Operations1 (3) enforcing sensor in-

coming increasingly widespread and important. There are pyt and actuator output timing constraints, (4) allocat-
many types of DRE systems, but they have one thing in com- jng, scheduling, and assigning priorities to computing
mon: the rlght answer delivered too late becomes the WIong and communication resources end_to_end, and (5) man-
answer Common DRE systems include telecommunication  aging memory.

networks €.g, wireless phone services), tele-medicieey(

remote surgery), manufacturing process automatiog, (ot Because of these challenges, developers repeatedly rediscover

rolling mills), and defense applications.§, avionics mission core concepts and reinvent custom solutions that are tightly
computing systems) coupled to particular hardware and software platforms.

The various aspects of DRE systems have the foIIowingover the past decade, distributed object computing (DOC)
challenging requirements. middleware frameworks, such as CORBA [1], COM+ [2],

T . ..Java RMI [3], and SOAP/.NET [4], have emerged to reduce

o As distributed systemsDRE systems require capabiliyhe complexity of developing distributed applications. DOC
ties to manage connections and message transfer betwggjieware simplifies application development for distributed

separate machines. systems by off-loading the tedious and error-prone aspects of

“This work was funded in part by AFOSR grant F49620-00-1-0330, Ar@listributed computing from application developers to middle-
DARPA ITO, SAIC, and Siemens. ware developers. It has been used successfully in large-scale




business systems where scalability, evolvability, and interop- oc fc ndtc

erability are essential for success. L \i
Real-time CORBA [5] is a rapidly maturing DOC middle- . in arge et

ware technology standardized by the OMG that can simpli Client TR eotc

many challenges for DRE applications, just as CORBA hémmmm——- J wrgs um

for large-scale business systems. Real-time CORBA is de- dinc

signed for applications with hard real-time requirements, such y o» c ¥

as avionics mission computing [6], as well as those with stri[ ¢ c €c

gent soft real-time requirements, such as telecommunicat(® me e W

call processing and streaming video [7]. it ;

This paper makes the following contributions to the desi
of Real-time CORBA middleware to address key challeng
of developing DRE systems:

1. It describes the design of the ZEN ORB, an open-
source Real-time CORBA ORB implemented in Real-
time Java [8] to simplify the programming model for
DRE applications. ZEN is inspired by many of the pat-
terns, techniques, and lessons learned in The ACE ORB
(TAO) [6], an open-source implementation of Real-time
CORBA written in C++,

It explains how ZEN uses patterns [9, 10] to automaf
cally minimize the memory footprint of DRE middleware
customized for each application.

Figure 1: Real-time CORBA Features

Figure 1 illustrates the standard features that Real-time
"ORBA provides for DRE applications so that they can con-

gure and control the following system resources:

e Processor resourcewia thread pools, priority mecha-

. It compares ZEN'’s novel micro-ORB design and imple-
mentation with the design and implementation of tradi-

tional monolithic ORB architectures. °

The remainder of this paper is organized as follows: Sec-

nisms, intra-process mutexes, and a global scheduling
service for real-time applications with fixed priorities

Communication resourcesvia protocol properties and
explicit bindings to server objects using priority bands

tion 2 gives an overview of Real-time CORBA and Real- and private connections, and

time Java; Section 3 describes how ZEN is designed to im® Memory resourcesvia buffering requests in queues and
prove flexibility and minimize memory footprint; and Sec-  Pounding the size of thread pools.

tion 4 presents concluding remarks. ] o
The Real-time CORBA specification addresses some —

though by no means all — important DRE application devel-
opment challenges. Its primary focus is on “fixed-priority”

real-time applications [11], where priorities are assigned stat-
ically to tasks, and the task with the highest priority always
. runs. In many new and planned DRE applications, however,
2.1 Real-time CORBA static task prioritization is often not possible, since task work-

CORBA is distribution middleware that provides run-timlé)adS and their priorities are not known until run-time [12].
support to automate many distributed computing tasks, suchlthough the Real-time CORBA specification was inte-
as connection management, object (de)marshblotgect de- grated into the OMG standard several years ago, it ha; not yet
multiplexing, language and OS independence, load balanchfen adopted universally for DRE applications, due to its

fault-tolerance, and security. Real-time CORBA is integrated, steep learning curve caused largely by the complexity
with the CORBA 2.5 specification [1] and adds QoS control  f jts C++ mapping, and

capabilities to regular CORBA to Run-time and memory footprint overhead, which stem
* Improve application predictability by bounding priority  from monolithic ORB implementations that include all
inversions and the code supporting the various core ORB services, such
e Manage system resources end-to-end. as connection and data transfer protocols, concurrency
and synchronization management, request and operation
demultiplexing, (de)marshaling, and error-handling.

2 Overview of Real-time CORBA and
Real-time Java

1We use the term “(de)marshal” to mean marshal and/or demarshal.



2.2 Real-time Java 3 An Overview of the ZEN Real-time

Most current implementations of Real-time CORBA are avail- ORB

able only in C++ or Ada. Finding and retaining experienced

developers trained in these languages is hard, however. 7k is a Real-time CORBA ORB implemented using Real-
Java programming language is an attractive alternative for ttnee Java, thereby combining the benefits of these two stan-

following reasons: dard technologies. This section presents the research chal-
e Java has a large and rapidly growing programmer bdseges and goals addressed by the ZEN project, followed by
and is taught in many universities. an overview of the design process and architecture of the ZEN

e Javais simpler than C++ or Ada; therefore, programm@®B.
experienced in those languages can learn it easily.
e Java has a powerful, portable standard library that can
reduce programming time and costs. 3.1 ZEN Research Goals

¢ Java offloads many tedious and error-prone programming

details from developers into the language run-time sy2U€ 0 constraints on weight, power consumption, memory
footprint, and performance, the development techniques for

tem. print, and p :

« Java has desirable language features, such as strong%'-z application software have Iagged behind those used for
ing, dynamic class loading, and reflection/introspectiofh@instream desktop and enterprise software. As a result,

o Java defines portable support for concurrency and s E applications are costly to develop, maintain, and evolve.
chronization. oreover, they are often so specialized that they cannot adapt

« Java’s bytecode representation is more compact than ig@dily to meet new functional or QoS requirements, hard-
tive code, reducing the memory required for embeddy@re/soﬂware technology innovations, or market opportuni-
systems. ties. _ o

e Many Java virtual machines (JVMs) support “lazy class- Programming DRE applications is hard also because QoS
loading and linking,” in which classes are loaded ineroperties must be supported along with the application soft-
memory and bound to an interface only upon first use.ware and distributed computing middleware functionality.

¢ Java can make ORB and application development ea$dtE applications have historically been custom-programmed
and faster, therefore, due to its simplicity and improvéd implement these QoS properties. Unfortunately, this te-
portability. dious and error-prone manual development process has not ad-

Conventional Java implementations are unsuitable for géq_uately addressed the following challenges:

veloping real-time systems, however, because they do not al Isolating DRE application development from the de-

low fine-grained control over memory management, nor do tails of multiple platforms and varying operational

they enforce thread priorities with sufficient precision. To ad- contexts Modern DRE applications must invest an
dress these problems, the Real-time Java Experts Group hasever-increasing proportion of functionality in software.
defined the Real-time Specification for Java (RTSJ) [8], which Rapidly emerging technologies and flexibility required
provides the following capabilities without modifying the Java  for diverse operational contexts force deployment of mul-
programming language itself: tiple versions of software on various platforms, while si-

e New memory management models that can be used in multaneously preserving key properties, such as real-time
lieu of garbage collection, which can cause significant response and end-to-end priority preservation.

non-determinism in real-time systems. . e Reducing total ownership costs Custom software de-
e Access to raw physical memory, which is required for  yejopment and evolution is labor-intensive and error-
many embedded systems. o _ prone for complex DRE applications, such as fly-by-wire
e Ahigher resolution time granularity suitable forreal-time  i.craft or autonomous vehicle systems, and can repre-
systems. sent a substantial amount of total system acquisition and

e Stronger guarantees on thread semantics than regular
Java: the highest priority runnable thread is always run.

maintenance costs.

e Sheltering the application development from obsoles-
The RTSJ therefore retains the advantages of regular Java, cence trends Incommensurate lifetimes between long-

while improving language semantics and features for program-  jived DRE applications (20 years or more) and commer-

ming real-time systems. The RTSJ does not, however, include cial off-the-shelf (COTS) platforms and tools (25 years)

any facilities for distributed applicatiorfs. lead to pervasive software obsolescence and multiply the
2The JSR-50 effort [13] is attempting to define a Distributed Real-time  total ownership costs by requiring periodic software re-
Specification for Java. development and COTS refresh.



While some aspects of these challenges have been addres@dvionolithic ORB with compile-time configuration

in developing mainstream distributed systems, relatively little

flags in which static mechanisms/tools, such as condi-

has been done to meet these challenges for DRE systems. Totional compilation and smart static linkers, allow a vari-
address these challenges, therefore, the research goals of theety of different configuration options. The second gen-

ZEN project are as follows:

e Provide a full range of CORBA services for distributed
systems, to meet the needs of a wide variety of applica-
tion developers.

e Demonstrate the extent to which COTS languages, run-
time systems, and hardware can meet the following QoS
requirements:

— Achieve low and bounded jitter for ORB operations

— Eliminate sources of priority inversion

— Allow applications to control Real-time Java fea- 3
tures

— Achieve low startup latency

e Reduce middleware footprint to enable memory-
constrained embedded systems development.

¢ Achieve satisfactory level of throughput and scalability.

e Make the ORB easier for application developers to con-
figure and maintain.

¢ Make the ORB easily extensible.

¢ Allow both staticanddynamicconfiguration, to allow the
application developer to choose a tradeoff between max-
imal efficiency and flexibility. One of the chief research
challenges associated with supporting dynamic configu-
ration is to minimize latency and to ensure satisfaction of
end-to-end deadlines.

3.2 Overview of the ZEN Design Process
3.2.1 Generations of ORB Designs

Our work on ZEN has leveraged the lessons learned from our
earlier efforts on TAO's design, implementation, optimization,
and benchmarking. We have identified the following five gen-
erations of ORB designs, ranging from the first implementa-
tions to an ideal ORB for DRE systems.

1. Static monolithic ORB, in which all code is loaded in
one executable, including the code for configuration vari-
ations. The original implementation of TAO [6] was de-
signed this way, as are many other non-real-time CORBA
ORBs. The advantage of this design is that it is effi-
cient, it is relatively easy to code, and it can support all
CORBA services. The obvious disadvantage is that a
monolithic ORB implementation results in an excessives.
memory footprint, even if only a small subset of its fea-
tures are used. Moreover, the footprint grows with each
extension, such as adding support for a new protocol, and
extensibility is hard.

eration of TAO [14] was designed this way. Compared
to a static, monolithic ORB, the advantage is a reduced
footprint, since the preprocessor can eliminate unneeded
code. The disadvantage, however, is that application and
ORB developers must face scores of configuration op-
tions, and must select the appropriate ones to achieve par-
ticular footprint and performance needs. It is therefore
much harder to code and maintain this type of ORB, due
to the accidental complexities associated with conditional
compilation [15].

Dynamic micro-ORB, in which only a small ORB ker-

nel is loaded in memory, with various components linked
and loaded dynamically on demand. Portions of the
current third generation of TAO are designed this way
(based on the Component Configurator [9] and Virtual
Component [10] patterns), as is the initial implementa-
tion of ZEN presented in Section 3.3. The advantage
of this design is the significant reduction in footprint
and the increase in extensibility. In particular, indepen-
dent ORB components can be configured dynamically
to meet the needs of different applications. Dynamic
configuration greatly reduces the myriad of configura-
tion options facing application developers using second-
generation ORBs. With dynamic configuration, applica-
tion developers select only a few — rather than scores
of — configuration options. The disadvantage is that dy-
namic linking on demand produces a potential source of
jitter, which can be unacceptable for real-time systems.
Moreover, dynamic linking may not be available or ap-
propriate for some embedded systems.

4. Dynamic reflective micro-ORB, in which the ORB

builds a configuration description for each application,
based on information derived from the application’s run-
time execution history. This configuration description
can be used to configure the ORB either adaptively or
upon ORB initialization for future invocations of the ap-
plication. The dynamicTAO [16] project and future ver-
sions of ZEN use this approach. The advantage of this
design is that it can achieve a near-minimal footprint au-
tomatically. It can also eliminate jitter from on-demand
class loading by pushing it into initialization. The disad-
vantage, again, is that dynamic linking may not be avail-
able or appropriate for some embedded systems.

Static reflective micro-ORB, in which the ORB uses the
configuration description built by the dynamic reflective
micro-ORB to generate the source code for a new cus-
tom ORB containing only the necessary or desired com-
ponents. The LegORB [17] project and future versions



of ZEN use this approach. Its advantage is that it |
fast, small, custom, and easy for application develops

RB
to use. Its disadvantage is that the reflective technolg STD MCAST RT
needed to perform automatic customization is still large PO PO PO
an open research issue.

Based on the taxonomy presented above, we are build Object Adapters
ZEN in the following three stages:
1. We first design ZEN to reduce the footprint of a non-reg | Message Buffer Other IOR Parsers
Allocator ORB

time Java ORB, using dynamic micro-ORB configura

Components
tion corresponding to the third-generation ORB describ > @ C}

above.
2. We next design ZEN to address real-time requiremer D D

using dynamic reflective micro-ORB configuration corre

sponding to the fourth-generation ORB described abo

and implementing Real-time CORBA features usin
Real-time Java.

GIOP Messaging CDR Stream Object Resolvers

, ) . i Transport Protocols

3. Finally, we design ZEN to refine its own footprin
and real-time performance, using static reflective micr @
ORB configuration corresponding to the fifth-generatic
ORB described above. Here we use reflective colv
figuration information and aspect-oriented programming
(AOP) [18] techniques to generate statically a custom, Figure 2: Monolithic ORB Architecture
small-footprint, real-time ORB.

The remainder of this section discusses the first stage of ZEAIISCORBA services. In particular, we applied the following

design, since it is the most mature. design process systematically:
1. Identify each core ORB service whose behavior may
3.2.2 Micro-ORB versus Monolithic-ORB Designs vary. Variation can depend on (1) a user’s optional choice

. - . for certain behavior and (2) which standard CORBA fea-
Our experience building TAO taught us the following lessons )
that lied to the desi £ 7EN: tures are actually used.
atwe apphe _ 0 the design 0. o 2. Move each core ORB service, such as the object adapter,
e Implementing a full-service, flexible, specification-  protocol transport, andny data type handling, out of
compliant ORB can yield a monolithic ORB implementa-  the ORB and apply the Virtual Component pattern [10]
tion with a Iarge memory footprint, as shown in Figure 2. to make each service p|uggab|e dynamica”y_
» Basing the ORB architecture on patterns can resolvg yrite concrete implementations of each abstract class
common design forces and separate concerns effec- and factories that create instances of them.

tively [9]. For example, using a pluggable design frame-4  Extend each family of factories and concrete classes to
work based on TAO's pluggable protocol framework [19] support alternative features.
can substantially reduce the middleware footprint. 5. Minimize penalty for not using real-time features.

* Achieving a small footprint is possible only if the archi- g - optimize common use cases, while still ensuring that all
tecture is initially designed to achieve it. Itis much harder operations are predictable, by bounding worst-case exe-
to reduce footprint in later stages of design. cution time.

As stated earlier, minimizing footprint is critical for memory-

cons’traineq DRE applications. Thgrefqre, i'n the firsF stageéJ_f?) ZEN'’s Pluggable ORB Architecture

ZEN's design, we focused on minimizing its footprint. We

generalized TAO’s pluggable protocol to other modular se#EN’s ORB architecture is based on the conceplagkred
vices within the ORB, so that they need not be loaded urgluggability, as shown in Figure 3. Based on our earlier
they are used. ZEN'’s micro-kernel architecture is also baseark with TAO, we factored eight core ORB services (ob-
on patterns that have been used to develop micro-kernel opest adapters, message buffer allocators, GIOP message han-
ating systems [20]. ZEN'’s therefore uses flexible, extensilling, CDR Stream readers/writers, protocol transports, object
micro-ORB designrather than a monolithic-ORB design foresolvers, IOR parsers, adchy handlers) out of the ORB to



MO MCAST by the OMG. Thus, there are 8 (different types)2 (mar-
A T A shal/demarshal methods) 3 (different versions) = 48 meth-
A ods required to handle each possible GIOP message for each

O possible version.
AO The majority of client/server interactions are simple, requir-
% NI ing only a few of these methods. For example, a pure server
> o0 m U | will receive requests and send replies, and thus requires only
A0 m | a request reader and a reply writer. Conversely, a pure client
will send requests and receive replies, requiring only a request
[> o A g writer and a reply reader. Peers typically use up to four meth-
(> ‘ ods to read and write both requests and replies. In addition,
D> co 0 | ‘ many applications use only one version of GIOP. However,
[> SO o ‘ clients, servers, and peers must be prepared to handle all 48
g possible messages from various versions.
Tim Problems with Monolithic-ORB Designs. Monolithic-

O ORBs contain code to handle all the possible GIOP mes-
(o ) [ ATM sages and versions. Separate classes may be defined to handle
each type of message, whagvitch statements inside each
Figure 3: Micro-ORB Architecture of ZEN ((_je)marshal met.hod may handle the various versions. This de-
sign has two major drawbacks:

reduce its memory footprint and increase its flexibility. Wel' Itincurs non—tr|y|al amounts of space overnead for all the
call the remaining portion of code tfZEN kernel mgthods, even n‘-they are not used.

Each ORB service itself is decomposed into smaller plug?- It is hard to modify the ORB to handle a new GIOP ver-
gable components that can be loaded into the ORB only when SION pecause many class definitions must be modified, re-
needed. This pluggable design makes ZEN a good research compiled, and relinked.
platform, because alternative implementations of various ORB
components can be plugged in and profiled with stand&dicro-ORB Design Solution in ZEN. GIOP message
benchmarks to determine their utility. Our future work wi{de)marshaling is a rich source of footprint reduction in ZEN,
evaluate the performance of alternative implementationsasfshown in Figure 4. Only a small number of the 48 possible
core ORB services.

The remainder of this section describes how we designed
the eight core ORB services identified as candidates for appli- > GIOP
cation of the Virtual Component pattern. For each core ORB
service, we > 0

1. Outline the key characteristics of the particular core ORB PO

service to be factored out of the ORB

2. Discuss the problems encountered when implementing

this service in a monolithic ORB and

3. Explain how our solution uses the Virtual Compone

pattern to reduce memory footprint.

t

) Figure 4: Pluggable GIOP Readers
3.3.1 Pluggable GIOP Message Handling

Context. The General Inter-ORB Protocol (GIOP) define§le)marshaling methods need to be loaded at a time. We have
the standard messages that may be sent between CORBAR-different variants of the Virtual Component pattern:

compliant ORBs. There are eight different types of GIOP1 Fine-grain, which uses a separate class for each of the

messages, each with a uniqu_e format. Implementation of each 4g possible methods, loading only individual methods as
GIOP message handler requires two methods, one to marshal needed, and caching them for faster use after the initial

and another to demarshal a particular type of message. loading and
Three versions of GIOP messages (versions 1.0, 1.1, and
1.2) have been defined, with a new version being standardize@\ot all messages change with each version.




2. Client/server pairing which groups complementary 2. Minimum POA, which implements a smaller interface
methods into a single class based on their likely use. thanthe standard POA, intended to help reduce the mem-
The advantage of this approach is that the complemen- ory footprint of an object adapter, and
tary method that will later be needed is already loaded. 3. Real-time POA, which adds methods to the standard POA

Both designs use the same conventions in naming classes, {© &llow the application more control over threading and

enabling automatic construction from the particular use com- MeMOry management. It must also ensure all operations
bination. For example, classes containing the methods for &ré predictable.
(de)marshaling are named by combining the message typegddition, new object adapters are being developed. We, in
version number, and operation type (read or write). In pd#ct, are currently developing an object adapter specification
ticular, classReplyReaderl 0 would contain one methodto support filtering of multicast requests only to subscribed
to demarshal a GIOP 1.0 reply. objects.

If a client sends a GIOP 1.0 request using the fine-grémoblems with Monolithic-ORB Designs. An object
model, only clasfRequestWriterl_0 will be loaded to adapter is necessary only in a server application. Monolithic-
write the request. This approach is advantageous in sit@RB designs contain an object adapter as part of the ORB,
tions requiring only one method, such as a one-way requésiwever, even for pure clients that do not require this function-
since only theRequestWriterl 0() method is loaded. ality. Therefore, if multiple types of object adapters are sup-
In the more typical two-way invocation, however, the clieqorted, the code to handle each type may be loaded, whether
must also load clasReplyReaderl 0 to demarshal the re-used or not.

ply message, using its read method to process the mes{tefo-ore Design Solution in ZEN. Using the Virtual

ap_lp_)rr]oprllgtey o delimol tation handles t omponent pattern, ZEN loads only portions of an object
€ clientiserver pairing modet imp’ementation handies apter, only when object adapter services are needed, as
common two-way invocation by grouping methods that are qf-

ten used together. Since servers typically read requests%ﬁq?iv
write replies, we group the method®equestReaderl
0() and ReplyWriterl 0() according to GIOP ver-

sion. Similarly, since clients typically write requests and read
: ; STD
replies, these two methods are also grouped, by version. Thus, POA
a pure client using one GIOP version needs to load only one RT
class containing both client-oriented methods. POA
Modifying ZEN to support new versions of GIOP ig i
Figure 5: Pluggable Object Adapters

n in Figure 5. Pure clients have no object adapter, while
servers load only the portions of the appropriate POA
when needed. ZEN provides both a standard POA and a real-

straightforward. New classes are simply added (containing
ther one method for fine grain, or two methods for client/serv
pairing), following the naming conventions, for each messal_
that changes. No existing classes require any changes.
CORBA applications that use either of these micro-ORB
designs need not know beforehand that their behavior will be . . .
server-like or client-like, or what messages they will need. | me POA. At most one of these abject adapters is added into

stead, the necessary methods are loaded on demand dependin .RB’ donlyl if the appllcz;tlon playr? tEePrgf .Of serv;r.Rf\rp-
on whether the program is a client, server, or peer. If the icalion developers can choose whic IS used, or

havior of a particular program is known beforehand, howev IranQard, as part of the cus.tom|zat|on' .conf|gura't on.
ghls pluggable design will also facilitate addition of new

the necessary classes may be pre-loaded at initialization tirB . ;
to eliminate any delays from lazy class loading object adapters, such as the multicast object adapter, as they

are standardized.

%%%%H

3.3.2 Pluggable Object Adapters
3.3.3 Pluggable Transport Protocols

Context. An object adapter maps client requests to the ap-
propriate servant in a CORBA server. There are different tyfe@Nt€xt. GIOP can run over many protocol transports, such
of object adapters, such as as TCE/IP, shared memory, UNIX—domgln s_ockets, and SSL.
1. The Standard Portable Object Adapter (POA), which d—'for a smglg protocol, the.re'are roughly five different classes to
fers a full interface of functionality to the application prolmPlement it, each containing a few methods:
grammer and is targeted to general applications which are@ Client-oriented classese.g, connector, address, and
not real-time, transport, and



e Server-oriented classes,g, acceptor, reactor, addressa boolean flag contained within a message. Since JVMs rep-
and transport. resent all data in big-endian, &DROutputStream s mar-
esﬂrfged by a Java ORB, such as ZEN, will be in big-endian,
even if the native hardware byte order is little-endian. How-
ever, since Java ORBs may need to interact with non-Java
Problems  with  Monolithic-ORB  Designs. Some QRBs running on little-endian endsystems, they must be able
monolithic-ORB designs support all possible, or a largg demarshal messages received from little-endian endsys-
number of, protocols, with all code loaded and the particulgims.
methods necessary selected throufgh or switch — state- problems with Monolithic-ORB  Design. Monolithic
ments. With this approach, the resident code is large ajgs define one class foEDRInputStream  contain-
increases with each new protocol supported by the ORB. ing a method to handle each possible data typeg,

An alternative monolithic-ORB design chooses only ongadDouble() , readLong() , readShort() , and
protocol to support, typically TCP/IP. With this approach, th@adByte() . Each of these methods in turn uses an
resident code is smaller, but the ORB then lacks the abilify statement to test the endian order of the stream being
to handle other protocols, which is problematic for DRE agemarshaled, to assemble multi-byte entities, such as integers

plications that need to run over non-TCP/IP backplanes a{i}i floating points, into the correct order, as follows:
real-time interconnects.

There may therefore be 20 to 30 classes needed to handl
most common protocols.

. . L . int readLong() {
Micro-ORB Design Solution in ZEN. One micro-ORB ap-  if (byteOrder == littleEndian)

proach, firstimplemented in TAO [19], reduces resident code // return the combined four bytes
by loading only the classes necessary for one protocol at a, // in little-endian format;
. . else // byte order is big-endian
time. TAO loads all five classes for that protocol, however, re- "/ retyin the combined four bytes
gardless of whether it needs the client-oriented classes or the // in big-endian format;
server-oriented classes. }
The micro-ORB approach used in ZEN similarly allows one Not only is this approach inconsistent with object-oriented

(or more) desired protocol(s) to be loaded, as shown in Fig- . . : .
: ._programming techniques, but also it creates excessive foot-
ure 6. Only the required sub-classes are loaded dynamic

prl%t, since each method must handle both cases, although
only one is needed at a time. Moreover, many applications,
Transport Protocols particularly Java-to-Java or those running on homogeneous
hardware, will use the same byte order. In such cases, it is
/\ /\ particularly undesirable to increase the memory footprint by
lop SSL @ having both byte-order versions in memory.
Micro-ORB Design Solution in ZEN. We applied
Figure 6: Pluggable Protocols the Virtual Component pattern to split the single
CDRInputStream class into two derived classes: one

when the factory is loaded. For example, both clients atitht handles only big-endian messages, and another that
servers require the appropriate transport and address classw®dles only little-endian messages. Each method in the class
Additionally, a pure server requires an acceptor and a reactor little-endian has the code in tiieie  case, as follows:
while a pure client requires a connector.

int readLong() {
/I return the combined four bytes

3.3.4 Pluggable CDR Stream Reader/Writer ) /I in little-endian format,

Context. CORBA ORBs must handle diverse endsystem i<, ersely, each method in the class for big-endian has just
struction sets, where byte order may vary between C|Ieﬂ]i§ code for théalse case. as follows:

and servers. CORBA defines Character Data Representa-

tion (CDR) input and output streams to allow (de)marshaliirg readLong() { _

of multi-byte data objects to or from transport byte Z irr?t%rig-g;?ji;r?nf]grlgi\?- four bytes

streams. A classCDRInputStream contains methods '

such ageadLong() ,readShort() ,andreadByte()

A CDROutputStream  will contain methods such as When a GIOP message is received, only the appropriate
writeLong() , writeShort() , and writeByte() . CDRInputStream matching the endian of the received mes-
The input stream assembles the bytes properly accordingdge is loaded, if it is not already cached. When a big-endian



message is received, for instance, no little-endian conversion
code will be loaded on either side of the communication, as
shown in Figure 7. Instead of re-executing the conditional
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Figure 8: Pluggable Any

Little
m

IORs can point to a specific servant (in the role of an object)
Figure 7: Pluggable CDR reader on a remote host. CORBA supports a variety of formats for

IORs, to allow object references to come from files, web
statement each time a multi-byte primitive is read from a mé¥ges, location services, or other sources. While 1o&* "
sage, a single conditional is executed once, when the mesdagwat is the most common, a CORBA-compliant ORB must
is received, to determine the set of methods needed to derepport a variety of other IOR formats, such &&LE: )

shal the message. “HTTP:,” “CORBALOCand “FTP: ". IOR formats contain
different information in different formats, and therefore

3.3.5 Pluggable Any Handlers require different methods for parsing and handling. As shown

Context. TheAny data type is useful for generic services, , Time Stamp Object Id

because it can be used to hold any data type, such as array -

or primitives. Anys are used by many of the CORBA Object l. l. l.

Services (COS) [21], such as the Trading Service, the Event iiop:1.0//pachanga:10015/P353bccdb00094ae8/firstPOA/mys+rvant

Service, the Notification Service, and the Security Service. 4 4

EachAny is preceded with a type code to allow interpretive T

manipulation of the values it contains. Many DRE applica- Communication Object

tions do not require thAny data type, however, and methods Endpoint Adapter Id

to supportAnys consume significant space.

Problems with Monolithic-ORB Designs. Monolithic
ORBs include extensive code to suppdrtys. This codeis )
extensive because it must include methods to read, to wre Figure 9, the format of anlOR: " IOR may contain
to (de)marshal, and to insert and extract objects from eaciprmation, such as protocol name, communication endpoint
the primitives, structs, unions, arrays, user-defined types, 4&ad@. host and port), object adapter name, and object name,
sequences of all possiblays . as well as other ORB-specific information to optimize servant
Micro-ORB Design Solution in ZEN. The methods to sup-/00kups.

port Anys are good candidates for removal from the ORByghlems with Monolithic-ORB Designs. In a monolithic-
kernel for further footprint savings. To minimize the defaufyrg design, matching the IOR format string, whether by table
footprint of DRE applications, ZEN maintains only @ minimabokup or by cascadefl statements, requires that the code to

proxy object representing tnyReader andAnyWriter  parse and handle every format be loaded, even if it is not used.
objects in the ORB kernel, until an application tries to read or

loads the class for the appropriate specific methods needednPonent pattern to (1) define an interface that parses and

The sameAny method is commonly reused, since arrays afi@ndles IORs and (2) then derive separate class strategies to
sequences contain elements of the same type. handle each specific IOR format, as shown in Figure 10. When

a particular IOR format is encountered, ZEN loads only the
class specialized to handle that format. Future repeated uses of
that format will be faster, after the class has been loaded. This
Context. Interoperable ORB References (IORs) atmplementation saves a small amount of code size overhead
CORBA's powerful object pointers. Unlike memory pointergnd eliminates an extra test for each demarshaling operation.

Figure 9: Example IOR

3.3.6 Pluggable IOR Parsers



3.3.8 Pluggable Message Buffer Allocators
< Context. An ORB must provide a message buffer allocator
IOR to ensure efficient interprocess communication and to avoid
§ : unnecessary garbage collection. While general-purpose dy-
- > ) namic storage allocation algorithms are well understood [22],
A it is hard to determine which specific algorithm is optimal for

allocating ORB message buffers for a particular DRE applica-
Figure 10: Pluggable IOR Parsers tion. The optimal algorithm may vary, depending on an ap-

plication’s usage patterns, and is not intuitively obvious. Mid-
dleware, therefore, should allow the application developer the

3.3.7 Pluggable Object Resolvers flexibility to choose different algorithms in different situations,

. n their empirical performance.
Context. CORBA applications use th®RB::resolve based on their empirical performance

initial_references() method to obtain references td’roblems with Monolithic-ORB Designs. To provide the
ORB objects, such as the RootPOA, or to CORBA Sdlexibility necessary to meet a wide range of DRE sys-
vice objects, such as the Naming Service or Event Chaniems’ real-time requirements, monolithic-ORB implementa-
The number of objects that can be obtained through cdins must include all possible memory allocation algorithms,
to resolve_initial_references|() is large and in- and not rely only on Java’s built-in heap. Java’s built-in heap,
creasing with each new version of the CORBA specificatiowhile simple to implement, allows the uncontrolled and un-

. _ . . predictable garbage collector to cause hard real-time deadlines
Problems with Monolithic-ORB Designs. Monolithic- to be missed. Furthermore, Real-time Java’'s garbage collector

ORB deggps use a series of cascaded statements. N does not mandate predictable behavior and thus may allow un-
resolve_initial_references() to match the string bounded priority inversion
e

name parameter to the code that handles each particular nam . o _
value. This design is not easily extensible, because the ORgro-ORB Design Solution in ZEN. To support a vari-

must be modified to handle each additional name value. ety of memory allocation algorithms, we use the Strategy pat-
tern [23] to make the algorithms pluggable, as shown in Fig-

Micro-ORB Design Solution in ZEN. We apply the Vir- e 12 "we also use the Thread-Specific Storage pattern [9]
tual Component pattern to define pluggable object resolvers,

as shown in Figure 11. At the core of this mechanism is an ab-

gg(;bject -

Figure 12: Pluggable Allocators

Figure 11: Pluggable Object Resolvers

to allow each ORB to have its own memory management al-
stract base class with a factory method that takes a string gadthm, thereby reducing the need for thread synchronization
returns a reference to a CORBA Object. We then derive clasgetss ORB objects. We define a base class for buffer allocator
for each specific name value that may be resolved. ZEN ulleat provides operatiomsew anddelete
a naming convention for the classes, so that the name beinlliddleware users may choose from a set of standard al-
resolved matches the name of the class that can resolvgatithms, such ast fit or the buddy systemto implement
For example, the object resolver for the name “RootPOA’ iew anddelete . Only the classes implementing the algo-
named clasRootPOAResolver . Upon receiving a requestrithms chosen by the application developer need be loaded
to resolve an initial reference, the class for resolving that naamed plugged in for use. In future versions of ZEN, we will
value can be loaded as needed. This design enhances extengistigate varying the algorithm dynamically to improve per-
bility as new object names are added. formance, based upon online feedback and reflection.

10



4

Concluding Remarks [7]

This paper describes the design of the ZEN ORB. The objec-
tives of the ZEN project are to:

8]
Make development of distributed real-time embedd%@Je
;

(DRE) systems easier, faster, more extensible, and m
portable

Reduce the footprint size of middleware for use iRl
memory-constrained embedded systems.

Provide an infrastructure for international DOC middlg#1]
ware R&D efforts by releasing ZEN in open-source form

http://www.zen.uci.edu [12]

To achieve these goals, ZEN integrates the following COTS
technologies:

Java, which is relatively easy to learn and use correctl)g.13
Real-time Java, which alleviates drawbacks with Jaid]
when used to develop of real-time applications.

CORBA, which is a widely adopted standard for devejrs;
oping distributed applications

Real-time CORBA, which extends CORBA with key!6]
end-to-end QoS capabilities.

[17]
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