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Abstract

Dueto recentadvancesn the capabilitiesof MEMS compo-
nents,t is nowfeasibleto usecommodity-dfthe-shel{COTS)

1 Introduction

Real-timeandembeddedystemsreincreasinglybeingused
in a wide variety of applications,such as flight avionics,

middlavare to develophigh-performanceeal-timeembedded weaponssystemsfelecommunicationsand medicaldevices.

systemsSud systeméavestringentrequirrmentgor latency
determinismand priority preservation.The currentgenea-
tion of COTSmiddlevare doesnot give the applicationdevel-
operthe ability to specifyand control the level of an applica-
tion’send-to-endQuality of Service(QoS) which is arequire-
mentfor manyreal-timeembeddedystems.

In this paper we describeof how we usedQuO, a Qual-
ity of Service(QoS)middlevare framevork developedat BBN
Tedhnolagies,to contmwl the deliveryof eventsin the CORBA
Real-Tme EventServiceprovided by the TAO CORBA ORB.
We describehow we configued QuO in an in-band configu-
ration to contmol eventdeliveryin a Real-TmeEventChannel

betweertwo CORBA objectscollocatedin the sameprocess.

Theoverheadof contmolling the EventChannelwith QuOwas
measued and compaked against sendingeventsthrough the
EventChannelwith no QuO contol.

We observethat QuO added latency and decreasedthe
EventChannels throughputwhenusedto control the Event
Channelin-band. We concludethat usingQuQin anin-band
configuation may be not be appropriate for sometypes of
high-performanceembeddedsystems. However, further re-
seach mustbe doneto confirmif this is true, especiallyin
more distributedsystemsvheie networklatencyconcerndend
to dominate In addition, further work mustbe doneto evalu-
atethe overheadin usingQuO control medanismsn out-of-
bandconfigumations.

Subject Areas. Quality of Service;Real-timeCORBA; Dis-
tributedandReal-Time Middleware;Embeddedystems

Advancesin microelectromechanicaystemsMEMS) have
madeit increasinglyfeasibleto manufcturelow-costmicro-
controllers,with more capabilitiesavailable on a single-chip
node.Newerreal-timeembeddedystemswill increasinglybe
distributed as eachsensoror actuatorwill have local intelli-
genceanddigital communicatiorcapability[]].

A critical capability of mary embeddedsystemsapplica-
tions is the ability to provide real-time information with a
known Quality of Service(QoS).Controlinformationin such
applicationgnustbetransmittedvith aknown delayandmini-
maljitter. Suchdatacanchangedynamicallyatary instant,so
thetimelinessof thedatais asimportantastheaccurag of the
measurementAn exampleof suchan applicationwould be
the measuremerdf the pressuref apipe. The currentdesign
of areal-timeembeddedystemscommonlyinvolvesthe use
of low-level API's which are specificto a certainapplication
andsetof hardwareandreal-timeoperatingsystemgRTOS).
While it is possibleto implementQoSusingsuchtechniques,
thisapproacthusuallyleadsto the designof applicationsvhich
areinflexible, difficult to port to new typesof hardware,and
expensve to maintain.

With the increasinghardware and software capabilitiesof
MEMS componentdin embeddedsystemsit is increasingly
feasibleto usehigherlevel framewnorks and middlewvare soft-
ware,to solve someof the problemsinherentin building such
systemssuchasQoS,faulttoleranceandsecurity

The Quality Objects(QuO) groupat BBN is currentlyde-

veloping sucha framework. QuO was originally designed
to facilitate the developmentof complex distributed applica-



tions over Wide Area Networks (WAN)[2]. The QuO ar
chitectureis currently being usedto addresssuch diverse
problem domainssuch as security[3, dependability[4, and
survivability[5]. QuO currently works on top of lower-level
middlewarebasedon the OMG CORBA standard[pandalso
with Java RemoteMethodInvocation(RMI)[7].

Mucheffort atBBN hasgoneinto integratingthe QoScapa-
bilities of QuOwith TAO, ahigh performanceCORBA ORB,
developedat WashingtonUniversity St. Louis and Univer-
sity of California Irvine. TAO hasbeenoptimizedfor high-

performancecomputingtasks[§, and hasbeensuccessfully

deployedin applicationswith stringentperformanceaequire-
mentssuchasflight avionics[9], telecommunications[]land
medicalimaging[1qQ.

CORBA providesthreemethoddor inter-objectcommuni-
cation: (1) a best-efort one-way invocationmodel,(2) a two-
way synchronougequest/responseodel,and(3) a two-way
asynchronousnethodinvocation(AMI) model. TAO comes
with an implementationof a Real-timeEvent Service[12],
which enablesmore flexible modesof inter-object commu-
nication. The Event Serviceallows an arbitrary number of
event suppliersto sendevent datato an arbitrary numberof
eventconsumerswith thesuppliersandconsumersot having

2 TAO Real-TimeEvent Service

2.1 Event Service Modd

In the typical CORBA model, a client objecthasa reference
to anothembjectwhich it wishesto invoke a methodon. This
COREBA objectcan be local within the sameaddressspace,
or remote.CORBA allows the clientto invoke a methodon a
CORBA objectin anasynchronoutashion(AMI or one-way),
or it caninvoke amethodandthenwait for aresponsérom the
object(two-way synchronous).

The Event Serviceactsasa mediatorbetweenCORBA ob-
jects,allowing aclientwith asinglemethodinvocationto sup-
ply datato oneor more CORBA objects. The Event Service
dividesobijectsinto eventsuppliess andeventconsumes. The
Event Servicehastwo basicmodelsby which suppliersand
consumerscan communicate: the push model and the pull
model In the pushmodel, the event suppliers”push” their
eventsonto a CORBA objectcalledthe Event Channel. The
EventChannelis thenresponsibldor pushingeventsto event
consumers.In the pull model, a client will try to "pull” an
eventfromtheEventChannel Thisactionwill causeheEvent
Channelto try to pull aneventfrom aneventsupplier Event
Channelganbeconfiguredo acceptothpull andpushevent
requestssopull andpushconsumerganbecombinedn com-

ary knowledgeof eachother This facilitatesasynchronous plex configurationgalledhybrid push/pullmodels Unlike the

andgroupcommunicatiormodels.The TAO Real-timeEvent
Serviceimproveson the OMG’s Event Servicespecification
by addingsuchcapabilitiesas: event correlation,eventfilter-

ing, andreal-timescheduling.The OMG Notification Service
specificationis an enhancemento the original OMG Event
Service specificationthat adds event filtering and QoS, but

doesnot specify the use of real-timescheduling[13]. The
lack of real-time schedulingguaranteesn the OMG Notifi-

cation Serviceis not acceptabldor mary real-timeapplica-
tions, which require eventsto be transmittedwithin certain
timing constraints. Thereis currently an effort undervay in

theOMG to combinewith theNotification Servicesomeof the
new Real-Time CORBA featuresewly addedto the CORBA

specification2.4[6]. This effort aimsto integrateReal-Time
CORERA featuressuchasprioritiesandscheduling.

The TAO Real-timeEvent Serviceprovidesan idealinter-
objectcommunicatiormechanisnfor CORBA objectsin sys-
temswith stringentperformanceequirementsindtiming con-
straints. This paperwill focuson currentresearchon using
QuOto controleventdeliveryin the TAO Real-timeEventSer
vice, in a configurationwhich could be usedin real-timeem-
beddedsystemj.e., by collocatingQuOandtheEventService
within thesameprocessaddresspace.This papemwill specif-
ically focus on the overheadaddedby addingQuO adaptve
controlto the EventService.

typical CORBA model, in which objectsmust have a refer

enceto every objectwith whichthey wishto communicatethe
Event Servicefacilitatesanorymous,mary-to-mary commu-
nication. Eventsuppliersdo not needto have ary knowledge
of the consumerf their events,andvice versa. This paper
will focusonly onthe pushmodelof the EventService.

ush
push( Event Channel pushQ)

Event Supplier Event Consumer

Direction of Event Flow

Figurel: EventServicePushModel

2.2 CORBA interfacefor the Push M oded

The following interface,definedin CORBA IDL, definesthe
interfacefor the pushmodel:

module RtecEventComm

{

interface PushConsumer



{

oneway void push (in EventSet data);
void disconnect_push_consumer () ;

};

interface PushSupplier

{

void disconnect_push_supplier

}s
1

(O

An objectthatperformstherole of aneventconsumemust
implementthe PushConsumaenterface,andaneventsupplier
mustimplementthe PushSupplieinterface. The consumers
andsuppliersconnecto eachothervia methodslefinedin the
RtecEventChannelAdmimodule.

module RtecEventChannelAdmin
{
interface ProxyPushSupplier:

RtecEventComm:: PushSupplier
{

void connect_push_consumer (
in RtecEventComm:: PushConsumer
push_consumer ,
in ConsumerQOS qos)

raises (AlreadyConnected, TypeError);

}s

interface ProxyPushConsumer :
RtecEventComm:: PushConsumer
{

void connect_push_supplier (
in RtecEventComm:: PushSupplier
push_supplier,
in SupplierQOS qos)
raises ( AlreadyConnected);

}s

interface ConsumerAdmin

{
ProxyPushSupplier

obtain_push_supplier () ;
1
interface SupplierAdmin
ProxyPushConsumer

obtain_push_consumer () ;
+

interface EventChannel

{

ConsumerAdmin for_consumers () ;

SupplierAdmin for_suppliers () ;
+s
};

2.2.1 PushConsumer setup

An object which implementsthe PushConsumeinterface
must first acquire an object referenceto an EventChannel.
Thereferencecanbe obtainedby suchmeansasthe CORBA
Naming Service,or the referencecould be a local objectif
the EventChannels instantiatedin the sameprocess. The
PushConsumeanusttheninvoke thefor_consumes() method
on the EventChannelo obtain a referenceto a Consumer
Admin object. The PushConsumeanusttheninvoke the ob-
tain_pushsupplier() methodon the ConsumerAdminobject
to obtain a referenceto a ProxyPushSupplier The Push-
Consumerregistersitself with the EventChanneby invok-
ing the connectpushconsumer(imethodon the ProxyPush-
Supplier After this point, wheneer the EventChannehasan
event, it will invoke the push()methodon the PushConsumer
to supplytheevent.

2.2.2 PushSupplier setup

The setup sequencefor a PushSuppliefis very similar to
that for a PushConsumerThe PushSuppliewill invoke the
for_suppliess() methodonthe EventChannehndobtaina Sup-
plierAdmin object. The PushSuppliewill theninvoke the ob-
tain_push.consumer(}o obtaina ProxyPushConsumembject.
Next, the connectpushsupplier()methodon the ProxyPush-
Consumenpbjectmustbeinvoked. Thiswill registerthe Push-
Supplierwith the EventChannelWhenever the PushSupplier
hasan event, it mustcall the push() methodon the Proxy-
PushConsumefThiswill sendtheeventto the EventChannel,
whichwill in turninvoke the push()methodsof any PushCon-
sumersvhich areattachedo it.

The main differencebetweena PushSupplieand a Push-
Consumeiis that a PushSupplieexplicitly invokesa push()
methodon a ProxyPushConsumeo sendan event, while
the PushConsumarever directly invokesa methodto receve
an event. Instead,the EventChannelwill invoke the Push-
Consumers push()methodto sendit anevent.

3 QuoO Contract for Event Channel

The TAO Real-Time Event Channelallows a userto spec-
ify QoSparameterso the connectpushconsumer(andcon-
nectpushsupplier methodsin the RtecExentChannelAdmin
module. The ConsumerQO&nd SupplierQOSparameterin
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Figure2: EventServicePushModel, shaving proxyinterfaces

thesemethodscontaininformationwhich is usedby the TAO
Real-Time Scheduler The Schedulemusesthis informationto
dispatcheventsaccordingto event priorities and scheduling
stratgyies[16]. While effective for mary use-caseshis im-
plementatiorof QoSofferslimited flexibility, sinceit 1) only
influencesthe behavior of the Schedulerand?) is controlled
attheapplicationlevel. In particular it doesnot have adirect
interfaceto resourcananagersvhich couldchangesystenpa-
rametersvhichinfluenceQoS,nordoesit specifyadaptve be-
haviors for theeventsuppliersandeventconsumers.

The QuO middlevare framework allows an applicationto
(1) specifyits level of QoS,(2) interfacewith instrumentation
probeswhich canmeasureQoSandsystemperformance(3)
interfacewith resourcemanagersvhich cantune systempa-
rametersvhich influenceQoS, and (4) specify behaiors for
adaptingto QoSvariationsat run-time. Theseattributesmake
QuOanidealchoicefor controllingQoSfor acommunications
mechanisniik e the TAO Real-Time EventChannel.Onepos-
sibleintegrationof QuOwith the EventChannels illustrated

in thefollowing figure.
Consumer

——— evaluationsoutsidethe invocationpath,andachiesesanindi-

recteffectby modifying aspect®of theinvocationpath. To per
form in-bandadaptationQuO definesa delegateobjectwhich
inherits from the interfaceof a regular CORBA object. The

delggatekeepsa referenceao the CORBA objectfor which it

actsasasurrogateA clienttheninvokesamethodon thedel-
egate,asif it wasthe real” object. Thedelggatecanthende-
cidewhetherto pasgheinvocationdown to theobjectto which
it hasareferencedroptheinvocation,or engagen someother
adaptie behaior.

The delegate basedts decisionson informationgivento it
by a contract object. The contract specifiesa setof operating
regionsandconditionsfor the system.The stateof the system
atary timeis determinedby informationgivento the contract
by systentonditionobjects whichmeasurattributesof asys-
temsuchasnetwork or CPUload. Whenthesystemeavesone
operationregion andentersanothey the contractwill execute
atransitionfunction. The transitionfunctioncanhave various
effects,suchaschanginghein-bandbehaior of thedelgyate,
or instructinga resourcemanagerut-of-bandto changethe
allocationof systenresources.

For theexperimentdescribedn Sectiond, we createda del-
egateclassfor the ProxyPushConsumensteadof invoking a
push()methodon a ProxyPushConsumeanddirectly sending
aneventto the EventChannela PushSuppliewould thusin-
steadinvoke a push()methodon a QuO delegateclass.Based
onconditionsspecifiedn thecontractthepushedventwould
eitherbe passedilongto the EventChannelor dropped.

Quality Description Languages QuOusesa setof Quality
DescriptionLanguayeq19] to describethe structureof dele-
gatesand contracts. QuO comeswith a setof codegenera-
torswhich cancorvertthesedescriptiongo C++ or Javacode.
The Structue DescriptionLanguage (SDL) describesa dele-
gates interfaceandits adaptve behaiors. The SDL for the
ProxyPushConsumersedfor this experimentconsistsof the
following:

Contract Contmact

Contract

Contract

Supplier
e
Delegate

e
Delegate

Confract

Figure3: QuOcontrolof the TAO EventChannel

QuO canperformboth in-band adaptationjn which QuO
insertsitself into the normal invocation path of a CORBA
method,and out-of-bandadaptationjn which it performsits

delegate behavior for interface
RtecEventComm:: PushConsumer and
contracts PushConsumerEC_Contract is
quo :: ValueSC event_counter

bind with cplusplus_code { 0; };

call push :

region Pass:

cplusplus_code {
event_counter —>longValue (
event_counter —>longValue () + 1) ;
1

pass_through;




region Drop:

cplusplus_code {
event_counter —>longValue (
event_counter —>longValue () + 1) ;

}s

default :
pass_-through ;

end delegate behavior;

This SDL definition specifiesthat a delegateobjectwhich

implements the PushConsumeinterface will be created.

Therewill betwo operatingregionsthatthis delegatewill re-
spondto: PassandDrop. For eachregion, a counterwill be
incrementedeachtime the push()methodis invoked. In the
Passregion, the methodinvocationwill thenbe passediown
to the actualProxyPushConsumdhatthis delegatehasa ref-
erenceto. In the Drop region, no suchinvocationwill take
place,andthe eventwill be“dropped”.

A contractwhich specifiesthe operatingregionsfor a sys-
temis specifiedoy a Contract DefinitionLanguaye (CDL) def-
inition. Thefollowing CDL definitionwasusedin the experi-
ment:

contract PushConsumerEC_Contract (
syscond quo:: ValueSC ValueSClimpl
eventCounter )

{

region Pass
( ((long) eventCounter) >=10
and ((long) eventCounter <= 500))

{1}

transition any—>Pass {
synchronous {
eventCounter . longValue () ;
}

}

region Drop
( (long) eventCounter > 500)

{}

transition any—>Drop {
synchronous {
eventCounter . longValue () ;
}

}
};

This contractdefineswo operatingregions: PassandDrop.
It alsodefinesa systemconditionobject,eventcounter When

the event.counteris between0 and 500, the systemis in the
Passregion. The systemis in the Drop region when the
eventcounteris greatetthan500.

4 Description of Experiment

Placinga delegatein the methodinvocationpath, while nec-
essaryfor in-bandforms of adaptationmayintroduceperfor
manceoverheadThereforejn this sectionwe describeaxper
imentsconductedo quantify the overheadof in-bandadap-
tation using the Event Channeland QuO configurationsde-
scribedin Section2 andSection3.

For the experimentsdescribedn this section,all testswere
run on a CompaqgDeskproProliant 550 Mhz Pentiumclass
machine,underthe RedhatLinux 6.2 operatingsystem. The
examplewas compiledusingthe TAO version1.1.8 ORB. A
pre-releaseersionof QUO version3 wasusedto developthe
contractanddelggate.All testswererunastherootsuperuser
to allow threadgo runin thereal-timeschedulingclass.

In the TAO software distribution, thereis a testprogram,
ECT_Thr oughput , to testthethroughputof an EventChan-
nel with a PushSupplieand a PushConsumectollocatedin
the sameprocessThis examplewasmodifiedto provide QuO
adaptvecontrol. In theunmodifiedexample the PushSupplier
acquireda referenceto a ProxyPushConsumeand invoked
this object’s push()methodto sendanevent. Thisin turn dis-
patchedheeventto theEventChannelwhichthentransmitted
the eventto the PushConsumeiThe ECT_Thr oughput test
programmeasuredhe lateng in sendingthe messageo the
EventChannelandthe lateng in sendingthe eventfrom the
Event Channelto the PushConsumeiThis testwasdesigned
to measure¢heoverheadf sendinganeventthroughthe ORB,
versuspassinghe eventthroughalocal C++ function.

In themodifiedversionof theexample thePushSupplieac-
quiredareference¢o aQuOdelegateversionof theProxyPush-
Consumer To sendan event, the PushSupplieinvoked the
push()methodon the QuO delegate. The QuO delggatethen
sentthe eventto an actual ProxyPushConsumgor dropped
the event, dependingon the systems operatingregion at that
point.

For eachtest, 1000 events were sentthrough the Event
Channel,andthe averageeventlateny andthroughputwere
measured.Becausenvhen eventsare all droppedthereis no
throughputo the client, the mostusefulcomparisorto assess
performancealegradationis betweerthe casewith no QuOin-
volvement(i.e., the normal CORBA methodinvocationpath)
and the casewith QuO in the loop but with no events be-
ing dropped. Therefore,following resultswere obtainedby
slightly modifying the contractso that no eventswould be
droppedby the delggate,eventhoughtransitionsbetweerthe
regionscould occurasdescribedefore. Theresultsobtained



aresummarizedn thefollowing table.

Typeofrun Average Throughput
Lateng (uS) | (events/sec)

31 10932

Consumer
(without QuO)
Supplier
(without QuO)
Consumer
(with QuO,

2 contract
evals)
Supplier

(with QuO,

2 contract
evals)
Consumer
(with QuO,

1 contract
eval)

Supplier
(with QuO,

1 contract
eval)

Thefirst andsecondrows of resultswereobtainedby run-
ning the ECT_Thr oughput programwithout QuO adapta-
tion. The third andfourth rows of resultswere obtainedby
running ECT_Thr oughput with the default QuO contract
anddelegateadded.In the defaultimplementatiorof the QuO
delegate,the QuO contractis evaluatediwo timespermethod
invocation. To obtainthe fifth and sixth rows of results,the
QuOdelgatewasmanuallymodifiedsothatthe contractwas
evaluatedonly oncepermethodinvocation.

A subsequergetof testswererun, modifyingthe QuOcon-
tract so that it would drop eventsafter 500 eventshad gone
throughthe Event Channel. The QuO delegate successfully
droppedall eventsafterthefirst 500 eventsweresentthrough
the event channel. Measuredateng andthroughputresults
for the Suppliersidein this casewere similar to the results
shavn above, althoughno eventsweredeliveredto the Client
duringtheeventdroppingphase.

45 10304

278 2362

298 2348

280 2591

301 2526

5 Analysisof Results

Without QuO adaptatioradded the ECT_Thr oughput pro-
gram just measureshe lateny of sendingan event through
the ORB in a single processwith two CORBA objects. This
is on the order of 30-40 us, with an event throughputof
about10,000eventsper second. With in-bandQuO adapta-
tion added,the averagelateng in the supplierand consumer
increasedy approximately240 us, andthe eventthroughput

decreasedby a factorof approximately4.5. This would indi-

catethatin-bandadaptatiorusingaQuOdelegateaddssignifi-

cantoverheadn comparisorio theoverheadaddedy sending
aneventthroughthe EventChannelandORB. Thisis not sur

prising given the highly optimizednatureof the TAO Event
Channel,the lack of communicationoverheadin the collo-

catedexample, and the small amountof datain the events.
QuO, which was originally targetedtoward wide-area,dis-
tributed ernvironments,has not beenoptimizedfor the local
eventdelivery ervironment.

The currentimplementationof the QuO delgyateevalates
the QuO contracttwo times: oncebeforeinvoking the method
onthedelegatedobject,andonceafterinvokingthemethodon
thedelggatedobject. Thefifth andsixth setsof resultswereob-
tainedby removing thesecondtontractevaluationwhichis not
neededor the one-way eventdelivery. The lateng of these
resultswas not significantly different(i.e., 2 us more) than
theresultsobtainedwith two contractevaluationgperdelegate
methodinvocation. However, event throughputincreasedy
approximately200 eventsper second.This indicatesthat the
time to evaluatethe contractis on the order of, but smaller
than,the time to deliver the eventand providesevidencethat
out-of-bandQuOadaptatior{usinga contractthatis notin the
pathof eventdelivery)is aviablealternatie for the collocated
eventchannelexample. More experimentsare neededo test
this.

6 Conclusions

The experimentdescribedin this paperillustrated that the
QuO framework could successfullybe insertedin the normal
CORBA methodinvocationpathof the TAO Real-Time Event
Channelpetweertwo CORBA objectscollocatedn thesame
process. The QuO delegate successfullycould control the
passingor droppingof events,basedon the type of contract
used. The delegatecould have alsoperformedothertypesof
adaptationsuchaschangingthe eventtype or theeventprior-
ity.

The currentimplementationof the QuO frameawork added
a significantamountof lateny andreducedhethroughputof
theEventChannelwhenusedto performQoScontrolin-band
onthe sameprocessarFor someclasse®f high-performance
embeddedystemsthis may be unacceptable However, for
a more distributed system,where network lateng concerns
tendto dominatetheincreasedateny addedoy QuO maybe
negligible. Additional experimentsneedto be conductedo
testthis. Of particularinterestareembeddedystemssuchas
dynamicavionics missionplanningplatforms[18], in which
someinvocationpathsrequirein-bandadaptatiorandcantol-
eratethe overheadof a delggate,while otherinvocationpaths
cannottoleratethe overheachndmayonly beadaptedria out-



of-bandtechnique$18].

The QuO framework shouldalso be analyzedand instru-
mented,to identify bottleneckareasthat can be eliminated.
Thesebottleneckanaybe dueto inefficient useof threadmu-
texes,unnecessargopying of methodparametersgtc.

Further Directions: Theapplicationof QoSmiddlewvareto
embeddedsystemss a dynamicareaof research.The QuO
group at BBN is actively researchinghe applicationof the
QuO framework to suchsystems.Furtherresearctdirections
includeintegratingQuO with TAO'’s implementatiorof Noti-
fication[13] andReal-Time Notification[14] servicesinvesti-
gatingtheuseof Portabldnterceptorg17] to increaseheper
formanceof QuO delgyates,and further comparisonsn the
efficiency of using QuO mechanismsn-bandversusout-of-
bandin the CORBA methodinvocationpath,andtheirimpact
onvariousclasse®f applications.
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