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Introduction _)2 >
2 T2L2
CORBA Object Request Brokers (ORBs) deliver client re- >

guests to servants and return responses to clients [1]. To ac- THREADS
complish this, ORBs manage transport connections, perform
transport endpoint demultiplexing, and provide the multi-

threading architecture used by applications. The architecture
used to multi-thread an ORB has a substantial impact on its

performance and predictability [2]. A key challenge for ORB PROCESS

developers and application programmers, therefore, is to de- Figure 1: Threads in a Process

vise threading architectures that can handle multiple client re-

quests efficiently. protection and resource allocation within a separate hardware-

Multi-threading allows operations to execute simultanprotected address space. A thread serves as the unit of exe-
ously without impeding the progress of other operations. Likedtion that runs within a process address space that is shared
wise, multi-threading can minimize latency and ensure prgith other threads.
dictability in real-time systems [2]. This paper describes and

evaluates common CORBA multi-threading architectures us@d S . . .
by ORB implementations, including CORBAplus, HP OR otivation for Multl-threadlng ObJeCt Request

Plus, miniCOOL, MT-Orbix, TAO, and VisiBroker. Brokers
The following are common motivations for developing and us-
Sidebar: Overview of Multi-threading ing multi-threaded ORBS:

A thread is a single sequence of execution steps performed ig Simplify program desighy allowing multiple servants to

the context of a process [3]. In addition to its own instruc- oy acite independently using conventional programming

tion pointer, a thread contains resources like a run-time stack 4pstractions like synchronous CORBA remote method
of method activation records, a set of registers, and thread- requests and replies;

specific storage. A preemptive multi-threaded OS, such as So-

laris or Windows NT, provides a scheduler that ensures eac®t Improve end-to-end throughput and latency performance

thread of control runs according to its priority and/or its exe- BY using the parallel processing capabilities of multi-

cution quantum. processor hardware platforms and by overlapping com-
Contemporary operating systems support the concurrentex- Putation with communication;

ecution of multiple processes, each containing one or mora Improve perceived response tifioe interactive client ap-
*This work was supported in part by Boeing, CDI, DARPA contract plications, such as user interfaces or network manage-

9701516, Lucent, Motorola, NSF grant NCR-9628218, Siemens, and US ment t(?OlS, by a_SSOCiating §eparate threads With Qifferent
Sprint. operations so client operations do not block indefinitely.




Programming applications on CORBA ORBs that lack INTERFACE IDL IMPLEMENTATION
multi-threading is hard, particularly for developers of servers REPOSITORY COMPILER REPOSITORY
or real-time applications. Without multi-threading capabil-«

in args

ities, developers must ensure that requests can be hand operation() SERVANT
quickly enough that new requests are not starved or unduly de out args + return_value
layed. In practice, however, many requests cannot be serviceu \

quickly enough in a single-threaded ORB to avoid starving v
clients. DII IDL ORB OBJECT
SAUBS INTERFACE ADAPTER

With multiple threads, each request can be serviced in it
own thread, independent of other requests. This way, clie
are not starved by waiting for their requests to be servicer[ % ]
Likewise, system resources are conserved since creating a N{) STANDARD INTERFACE (C)STANDARD LANGUAGE MAPPING

thread is typically much less expensive than creating an er@ ORB-SPECIFIC INTERFACE
tirely new process [3].

O STANDARD PROTOCOL

Figure 2: Components in the CORBA Reference Model

Sidebar: Overview of the CORBA ORB

Reference Model Client: This program entity performs application tasks by
obtaining object references to servants and invoking opera-

CORBA Obiject Request Brokers (ORBSs) [1] allow clients tiions on the servants. Servants can be remote or co-located rel-
invoke operations on distributed objects without concern foative to the client. Ideally, accessing a remote servant should
be as simple as calling an operation on a local objeet,

bject —operation(args) . Figure 2 shows the com-
%Bnents that ORBSs use to transmit requests transparently from
client to servant for remote operation invocations.
Programming language: The languages supported by

CORBA include C. C++ Java. Ada95 COBOL. an@RB Core: When aclientinvokesan operationon a servant,
Smalltalk, among others. the ORB Core is responsible for delivering the request to the

servant and returning a response, if any, to the client. For ser-
OS platform:  CORBA runs on many OS platforms, includvants executing remotely, a CORBA-compliant [4] ORB Core
ing Win32, UNIX, MVS, and real-time embedded systems likymmunicates via the Internet Inter-ORB Protocol (1IOP),
VxWorks, Chorus, and LynxOS. which is a version of the General Inter-ORB Protocol (GIOP)

Communication protocols and interconnects: The com- thaF runs atop the TCP transpor't prqtocol. 'An ORB que IS
munication protocols and interconnects that CORBA can fipically implemented as a run-time library linked into client

oninclude TCP/IP, IPX/SPX, FDDI, ATM, Ethernet, Fast Etrnd Server applications.
ernet, embedded system backplanes, and shared Memory.~eg Interface:

Objectlocation: CORBA objects can be co-located with th
client or distributed on a remote server, without affecting th
implementation or use.

An ORB is a logical entity that may be im-

Hardware: CORBA shields applications from differenceplemented in various ways,g, one or more processes or a
in hardware such as RISC vs. CISC instruction sets. set of libraries. To decouple applications from implementation
details, the CORBA specification defines an abstract interface
Figure 2 illustrates the components in the CORBA refdr @n ORB. This ORB interface provides standard operations
ence model, all of which collaborate to provide the portabiliffffat (1) initialize and shutdown the ORB, (2) convert object
interoperability, and transparency outlined above. Each cdi@ferences to strings and back, and (3) creates argument lists
ponent in the CORBA reference model is outlined below: for requests made through the Dynamic Invocation Interface

. . . (D) described below.
Servant: This component implements the operations de-

fined by an OMG Interface Definition Language (IDL) inOMG IDL Stubs and Skeletons: IDL stubs and skeletons
terface. In languages like C++ and Java that support objesgrve as a “glue” between the client and servants, respectively,
oriented (OO) programming, servants are implemented usargl the ORB. Stubs provide a strongly-typstitic invoca-

one or more objects. In non-OO0 languages like C, servatits interface (Sll) that marshals application data into a com-
are typically implemented using functions asiluct s. A mon packet-level representation. Conversely, skeletons de-
servant is identified by it®bject referencewhich uniquely marshal the packet-level representation back into typed data
identifies the servant in a server process. that is meaningful to an application.



IDL Compiler:  An IDL compiler automatically transformsa common location to store information associated with ser-
OMG IDL definitions into an application programming lanvants, such as administrative control, resource allocation, and
guage like C++ or Java. In addition to providing languagecurity.

transparency, IDL compilers eliminate common sources of

network programming errors and provide opportunities for aE'vaIuating Multi-threading Architectures for

tomated compiler optimizations [5]. .

prierop 5 Object Request Brokers
Dynamic Invocation Interface (DIl): The DIl allows ] ) ] )
clients to generate requests at run-time. This flexibility is usE?iS section describes and evaluates common ORB multi-

ful when an application has no compile-time knowledge of tifgréading architectures that are used by one or more CORBA
interface it is accessing. The DIl also allows clients to mak@Plementations. Each architecture is evaluated in terms of its
deferred synchronousalls, which decouple the request an@Pility to support the aggregate processing capacity of ORB

response portions of twoway operations to avoid blocking tRBdsystem components and application operations in one or
client until the servant responds. In contrast, Si stubs supg8fre threads.

only twoway i.e., request/response, andeway i.e, request  1here are a variety of strategies for structuring the multi-
only operationg. threading architecture in an ORB. Below, we describe a num-

_ _ ber of alternative ORB Core multi-threading architectures, fo-
Dynamic Skeleton Interface (DS') The DSl is the server's Cusing on server-side mu|ti-threading_

analogue to the client’s DIl. The DSI allows an ORB to deliver
requests to a servant that has no compile-time knowledge of hread hi
the IDL interface it is implementing. Clients making reques e Thread-per-Request Architecture

need not know whether the server ORB uses static skeletongigg thread-per-request architecture [6] handles each request
dynamic skeletons. Likewise, servers need notknow if clieqtgm a client in a separate thread of control. As shown in Fig-
use the DIl or Sli to invoke requests. ure 3, the components in the thread-per-request architecture

Object Adapter: An Object Adapter associates a servant
with an ORB, demultiplexes incoming requests to the ser- ( SERVANTS
vant, and dispatches the appropriate operation upcall on that

servant. Recent CORBA portability enhancements [4] define
the Portable Object Adapter (POA), which supports multiple
nested POAs per ORB. Object Adapters make it possible for
an ORB to support various types of servants that possess sim-
ilar requirements. This architecture results in a small and sim-
ple ORB that can still support a wide range of object gran-
ularities, lifetimes, policies, implementation styles, and other
properties.

5: thread_exit()

3: spawn_thread()

Interface Repository: The Interface Repository provides
run-time information about IDL interfaces. Using this infor-
mation, it is possible for a program to encounter an object
whose interface was not known when the program was com- I/O SUBSYSTEM
piled, yet, be able to determine what operations are valid on
the object and make invocations on it. In addition, the Ifigure 3: Server-side Thread-per-Request Multi-threading Ar-
terface Repository provides a common location to store athitecture
ditional information associated with interfaces ORB obijects,
such as stub/skeleton type libraries. include an 1/O thread and one or more dynamically spawned

i , ) _threads. The I/O threagklect s (1) on the socket endpoints,
Implementation Repository: The Implementation Reposi- o445 (2) new client requests, an@)(spawns a new thread
tory contains information that allows the ORB to locate aqgr each request. The newly spawned thread dispatches the
activate servants. Most of the information in the 'mplemeaberation upcall4) and exits when the upcall completés.(
tation Repositpry is Specific to an ORB or opergting envi.ron-The main advantage of thread-per-request is that it is
ment. In addition, the Implementation Repository prov'dgﬁaightforward to implement. This architecture is particu-

1The OMG has recently standardized an asynchronous method invocatfkly useful for ORBS that handle" |0ng'_durati0n rquests, such
interface, as well. as database queries, from multiple clients. The disadvantage




with thread-per-request is that it can consume a large numb&e Thread-per-Servant Architecture

of OS resources if many clients make requests simultaneously. . .
th e thread-per-servant architecti@ssociates a thread for

Moreover, it is inefficient for short-duration requests becaus . . . .
%h servang.g, a video-on-demand session, registered in the

incurs excessive thread creation overhead. In addition, thre B's Obiect Adanter. As sh i Fi 5 th t
per-request architectures are not suitable for real-time ap s Dbject Adapter. As shown In Figure >, the components

cations since the overhead of spawn a thread for each request N
can be non-deterministic. SERVANTS
The HP ORBPIlus ORB uses the thread-per-request architec- $1 S2 S3

ture. MT-Orbix can be configured to use thread-per-request. 5: dispatch upcall()

R Shed

4: dequene()—————~

=1 [
The Thread-per-Connection Architecture |:| IE|
. . . - OBJECT ADAPTER

The thread-per-connection architecture is a variation of thread- . e

per-request that amortizes the cost of spawning the thread
across multiple requests from the same client process. As
shown in Figure 4, the components in the thread-per-

I/0 SUBSYSTEM

Figure 5: Server-side Thread-per-Servant Multi-threading Ar-
chitecture

in the thread-per-servant architecture are an 1/O thread and a
set of threads each of which is dedicated to handle a separate
servantge.g, S1, S2, andSsz. The l/O threagelects (1) and
read s (2) anew request from a socket endpoint and passes the
request to the Object Adapter. The Object Adapter ti3¢m¢
I/0 SUBSYSTEM serts the request into a queue associated with a servant and the
) ) ) , servant's thread. This thread will dequeue requests from its
Flgure 4: Server-side Thread-per-Connection Mult|—thread|ageue4) and dispatch the upcall on the servat (
Architecture Thread-per-servant is useful for programmers who want to
minimize the amount of rework required to multi-thread ex-
connection architecture are a set of connection threads, eathg single-threaded servants. So long as all methods in a
of which is dedicated to handle a separate client for the dwrvant only access servant-specific state there is no need for
ration of its connection. Each connection threadd s (1) a explicit synchronization operations. The primary disadvantage
new request directly from its socket endpoint, dispatches thi¢h thread-per-servantis that it does not support load balanc-
upcall 2), and then returns teead the next request from itsing effectively. Therefore, if one servant receives considerably
connection. more requests than others it can become a performance bottle-

Like thread-per-request, thread-per-connection is straighBcX: _
forward to implement. It is well suited for ORBs that perform MT-Orbix can be configured to support thread-per-servant.
long-duration conversations with multiple clients. Its primary

disadvantage is that it does not support load balancing eff§tiread Pool Architectures
tively. Moreover, for clients that make only a single request to

each server, thread-per-connection is equivalent to the thrédhread pool [8] is another variation of the thread-per-
per-request architecture. request architecture that amortizes thread creation costs by

. . re-spawning a pool of threads. A thread pool architecture
VisiBroker from Inprise, the TAO ORB [2], and SunSofP P gap P
IIOP implement the thread-per-connection architecture. 2This architecture is also known as “thread-per-object” [7].




is useful for ORBs that want to bound the number of OS re- ( SERVANTS ]
4

sources they consume. Client requests can be executed con-

currently until the number of simultaneous requests exceeds : dispatch upcall()

the number of threads in the pool. At this point, additional ORB CORE

requests must k_)e queued until a t_hread becomes avgllable. LEADER FOLLOWERS
Thread pool is a common architecture for structuring ORB

multi-threading, particularly for real-time ORBs [2]. Below, 2: read()

we describe and evaluate several common thread pool archi- .

tectures.

3: release()

The Worker Thread Pool Architecture

As shown in Figure 6, the components in a worker thread pool

I/0 SUBSYSTEM

( SERVANTS

Figure 7: Server-side Leader/Follower Multi-threading Archi-
tecture

ofthreads is allocated and a leader thread is chosszl¢ot
(2) on connections for all servants in the server process. When
a request arrives, this thread readksi{ into an internal buffer.
If this is a valid request for a servant, a follower thread in the
pool is released to become the new lead®rand the leader
thread dispatches the upcal) ( After the upcall is dispatched,
the original leader thread becomes a follower and returns to the
thread pool. New requests are queued in socket endpoints until
a thread in the pool is available to execute the requests.
I/O SUBSYSTEM Compared with the worker thread pool design, _the chief
advantage of the leader/follower thread pool architecture is
Figure 6: Server-side Worker Thread Pool Multi-threading Athat it minimizes context switching overhead incurred by in-
chitecture coming requests. Overhead is minimized since the request
need not be transferred from the thread that read it to another
include an 1/O thread, a request queue, and a pool of workigiead in the pool that processes it. The disadvantages of the
threads. The I/O threagklect s (1) on the socket endpointsJeader/follower architecture are largely the same as with the
reads (2) new client requests, an@)(inserts them into the worker thread design. In addition, it is harder to implement
tail of the request queue. A worker thread in the pool dequeties leader/follower model.
(4) the next request from the head of the queue and dispatchesun’s miniCOOL ORB uses the leader/follower thread pool

it (5). architecture.
The chief advantage of the worker thread pool multi-

threading architecture is its ease of implementation. In par- )

ticular, the request queue provides a straightforward pfdybrid Architectures

ducer/consumer design. The disadvantages of this model sg
e

m . .
from the excessive context switching and synchronization cveral architectures for structurlng OR.B concurrency com-
quired to manage the request queue, as well as request-I (\:/%12 dn:brgsgr of the other multi-threading architectures de-
priority inversion caused by connection multiplexing. '

The Expersoft CORBAplus ORB uses the worker thread
pool architecture. Threading Framework Architecture

S

A very flexible way to implement an ORB multi-threading ar-
chitecture is to allow application developers to customize hook
The leader/follower thread pool architecture is an optimizatiomethods provided by #hreading framework One way of

of the worker thread pool model. As shown in Figure 7, a postiructuring this framework is shown in Figure 8. This design

The Leader/Follower Thread Pool Architecture



reduce throughput and increase latency [2].

"i SERVANT
SKELp====

»S SERVANT

3: dequeue, —] SKELETONS | The Reactor-per-Thread-Priority Architecture
filt . di - . .
requirst’ TFTTI?RP E 4: d‘sPﬁ“h TheReactor -per-thread-priority architecture is based on the
&enqueue upcall( N Reactor pattern [10], which integrates transport endpoint de-
(mwrew) > OBJECT multiplexing and the dispatching of the corresponding event

ADAPTER handlers. This threading architecture associates a group of

@ E Reactor s with a group of threads running at different prior-
J/

: enqueue(data) ORB CORE

ities. As shown in Figure 9, the components in teactor -

[ SERVANTS j

I/0 SUBSYSTEM

Figure 8: Server-side Thread Framework Multi-threading Ar-
chitecture

is based on the MT-Orbix thread filter framework, which is a
variant of the Chain of Responsibility pattern [9].

In MT-Orbix, an application can install a thread filter at the
thop of a chain of filters. Filters are appllcatlon-programmab!e /O SUBSYSTEM

ooks that can perform a number of tasks. Common tasks in-

clude intercepting, modifying, or examining each request séigure 9: Server-side Reactor-per-Thread-Priority Multi-
to and from the ORB. threading Architecture

In the thread framework architecture, a connection thread
in the ORB Coraead s (1) a request from a socket endpoinper-thread-priority architecture include multiple pre-allocated
and enqueues the request on a request queue in the ORB Berctor s, each of which is associated with its own real-time
(2). Another thread then dequeues the requ@said passes thread of control for each priority level in the ORB. For in-
it through each filter in the chain successively. The topm@ance, avionics mission computing systems [11] commonly
filter, i.e., the thread filter, determines the thread to handle tigisecute their tasks in fixed priority threads corresponding to
request. In thehread-poolmodel, the thread filter enqueuetherates e.g, 20 Hz, 10 Hz, 5 Hz, and 1 Hz, at which opera-
the requestinto a queue serviced by a thread with the approlpirs are called by clients.
ate priority. This thread then passes control back to the ORBWithin each thread, thReactor demultiplexes) all in-
which performs operation demultiplexing and dispatches tbeming client requests to the appropriate connection handler,
upcall @). i.e., connect, connect, etc. The connection handlezad s

The main advantage of a threading framework is its flexib(R) the request and dispatche3} {t to a servant that executes
ity. The thread filter mechanism can be programmed by serthg upcall at its thread priority.
developers to support various multi-threading strategies. FoEachReactor in an ORB server thread is also associated
instance, to implement a thread-per-request strategy, the filtth an Acceptor [12]. The Acceptor is a factory that
can spawn a new thread and pass the request to this new thilisteins on a particular port number for clients to connect to that
Likewise, the MT-Orbix threading framework can be confighread and creates a connection handler to process the GIOP
ured to implement other multi-threading architectures suchrasgjuests. In the example in Figure 9, there is a listener port for
thread-per-servant and thread-per-connection. The disadesaseh priority level.
tage with a threading framework is that its generality can sig-The advantage of thdReactor -per-thread-priority ar-
nificantly increase locking overhead. For instance, locks makitecture is that it minimizes priority inversion and non-
be acquired to insert requests into the queue of the approprikrminism. Moreover, it reduces context switching and syn-
thread of a thread pool. The overhead from locking can greathronization overhead by requiring the state of servants to be



locked only if they interact across different thread priorities. iReferences

addition, this multi-threading architecture supports scheduli
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