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Chapter 1: Documents

» Read GALsync Manual if you want to know

e How can I configure GALsync in detail?

e What system requirements does GALsync need?

e Which internal rules does GALsync use for synchronizing?
e May I get some best-practices tips?

» Read GALsync Quick Start if you want to know

e May I see some screenshots for understanding GALsync?

e How can I quickly test GALsync following some pre-configured
settings?

e How can I configure synchronization without reading the
manual?

» Read GALsync Concept if you want to know

¢ May I get some management summary for my bosses?
e What is the idea behind this software?
e What is the value for my company, my users and my it-staff?




» Chapter 2: How GALsync works - example scenario

Task:
Users in forest B should be able to list with OUTLOOK the mail-
objects of forest A.

Technical architecture of GALsync:
1. Export

a. Install GALsync on a computer in forest A and configure
an export-profile

b. GALsync exports the selected objects of forest A to a
local xml-file in folder “export”.

c. This object file may be encrypted

d. If you selected Email as transfer-protocol, this object file
will be sent to a given smtp-address in Forest B

e. The configuration is stored in a xml-file in folder “profiles”
so that you are able to repeat these steps.

2. Import

a. Install GALsync on a computer in forest B and configure
an import-profile

b. If you configure Email as transfer-protocol, GALsync
downloads the attachment file from the mailbox and
stores it to a local xml-file in folder “import”.

c. GALsync will extract the content of the datafile and
import them into the Active Directory of Forest B into an
Organizational Unit you have created during configuration
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d. The configuration is stored in a xml-file in folder “profiles
so that you are able to repeat these steps.




» Chapter 3: System Requirements

The table below shows the basic system requirements for GALsync. It
runs great in a number of configurations, including on an Exchange
2000/2003/2007 server, in an Exchange 5.5 organization or on a
Windows 2000/2003/2008 server without Exchange installed.

Recommended is to place GALsync on a member server of the

domain.

Hardware & Software Requirements

Component

Operating System

Software

Additional

Required

Windows 2000 Server (all
versions), Windows 2003 Server
(all versions), Windows 2003
Server, Windows 2008 Server,
Windows XP.

.NET Framework 2.0
MDAC 3.8 (Windows 2000)

If you use SMTP as transfer
method you need a WEBDAV
service like OWA-Server
(Exchange 200/2003) or
WEBDAYV enabled mail server
role (Exchange 2007)

Recommended

GALsync does not need to run
on a Domain Controller or
Exchange Server.
Recommended is to place
GALsync on a member server
of the domain.

NOTE: For testing purposes
you may install GALsync on a
client computer like Windows
XP.




Chapter 4: What happens with the data? - some
rules

The behavior depends sometimes on the Export method you
choose. You may choose “Export by objects” (EBO) or “Export by
group membership” (EBG).

With EBO you can mark Organizational Units or users, contacts and
groups. If you mark an OU, all objects in this object-tree are
selected for export. Otherwise you have to mark the objects
individually.

With EBG you can mark groups. All members of the group(s) are
exported. The group by itself is not exported. Nested groups are
exported as object if they are mail-enabled. Members of nested
groups are not exported.

1. Mail-enabled or mailbox-enabled: GALsync exports only
objects which have an email address.
If an object in source is marked as “Hide from address book”,
this object will not be exported.
If an object in source has the value "NoGALsync” in extension
attribute 3 this object will not be exported.

2. Groups and members: Because in target all objects are
created as email-enabled contacts exporting a group object
means to create a contact in target with the name of the
group and the smtp-address of this group. Members of the
group are not exported.

3. Attributes: All those attributes are exported which are
related to contacts. Because in target the exported object is
created as contact, no further attributes can be used from
source. You may configure on export which of this set of
attributes should be visible to the target. Required are only a
few. In target you can modify most attributes before
importing them by adding a suffix or prefix or by replacing a
found string through a given value.

4. Adding: If an object in source is added it will be exported
being in an OU which is selected (valid for “"Export by
objects”)

5. Deleting: If an object in the source is deleted, it will be
removed also in target at next import. If an object is deleted




in the target it will be recreated at next time import happens.

. Moving: If an object is moved to another OU in target which
is not the import OU, the object will not be imported a second
time. If an object is moved in the source it will be exported, if
the object by itself is selected for export. If the object was
exported previously while being in a selected OU, it will be
exported anymore. If an object value in source is modified,
the value will be modified in target as well.

. Modifying: If you modify an objects value in the source this
attribute is modified in target by next import.

. Duplicates: if GALsync finds an object in another OU having
the same smtp-address, no new object is imported. If
GALsync has to import an object having the same Common
Name like another object in the forest it compares the
distinguished name. Is the dn different, the object will be
imported.




» Chapter 5: Setup in detail

Run your installation package (GALsync.msi). This will install and
register all the components necessary to run GALsync on your
server or workstation.

During Setup choose the administrative account which should run the
service.

Note

e The GALsync installation must be run by an account with administrative
rights on the machine.

e Installation will add shortcuts for running the GALsync Control Panel, Setup

Wizard and this User Guide to your Program Menu under the GALsync sub
menu.

What is done by GALsync setup?

e A service which runs the console application in a scheduled manner
e An additional registry keys in HKLM\software

e An additional key in HKLM\System\CurrentControlSet\eventlog

e An additional folder in %system%\system32\logfiles

e An additional folder with subfolders below your program folder

e Granting permissions to the service account to access all resources described
above

e Granting service account local rights to log on as a service

Remove GALsync from your computer manually
To perform a un-install you only need to:

e Run the uninstall procedure from inside Windows control
panel. Check all resources described above and delete
them if still present

e There are no dependencies to other programs!

Note

e The application folders profile, import or export are only deleted if they do
not contain any data files.




» Chapter 6: The GALsync Control Panel

The GALsync Control Panel allows you to:

e SETUP: Create, change and delete your GALsync profile parameters
(Security, Transfer, Directory and Logging options).

e TEST: Test a GALsync profile without performing data modifications. This
allows you to validate all your settings.

¢ RUN: Run a GALsync profile performing all settings. This allows you to
execute your import / export manually.

e LOGS: View the log files from within the GALsync application.

e ABOUT: View the license status of your installation.

» Main Menu SETUP

Create, change and delete your GALsync profile parameters (Security, Transfer,
Directory and Logging options).

» Main Menu SETUP - Section Security

[ L[EIX)|

NET%EI} GALsync

Setup Profile

Mew Configuration Profile

’—} Please insert canfiguration profile name.

Export To d1.biz|

Do you want to create an export or import profile?

Export ] l Import ] l Cancel

e MNew Configuration l [ Copy Configuration ] [ Delete Configuration ]
B8




As result you should see:

Sefup Prafile

Create a new configuration profile or chooze a configuration profile to edit.

— Marre Direction ~ Path
E-_'%-‘-' O Export To d1.biz export CAProgrammelGalsync\Profiles\ExportTod] biz xml

» Main Menu SETUP - Section Security

In this menu you configure the security settings related to the
chosen profile.

Security settings define how object data are stored in the export file
and with which security settings the target organization must receive

the data.

=

2 GALSync

NETsge.  GALsynce

Setug [ Profile ] | Security | [ Directorny ] [ Transfer ] [ Logs

Chooze the zecurity level. Encryption iz uzed to zecure the data file which containg all the
Test directory objects to synchronize.

_:j:' ® Mo Encryption

fs I; O Bymmetric Keys Create a key and share thiz key with vour parner.

Logs Open Key: Inzert File you received from your parner.

Gienerate Key: Afile is created which you may send to vour partner.

O Aeymmetric Keve Irmport: Create a public key and send thiz key to vour partner.
Export: Store the received file with the public key vou received from vour partner.

x Open Key : Inger File vou received from wour
partner. Only if you want to export wour directory.
Close o .
Gienerate Key: Afile is created which you send to your

a partner. Only if you want to impart directory data
About L= ]

=




No encryption

All object data you want to export are stored in the export data file
unencrypted. You may use an editor to open the xml file and you will
read all objects attributes.

If you configure an import profile you have to choose "No encryption"
if the exporting organization sent you the file as not encrypted.

Recommendation
To have a first quick look to the features of GALsync choose "No

encryption”.
» Main Menu SETUP - Section Directory

In this menu you configure the objects to be exported or imported.

The actions you can take depend on the type of your chosen profile
(export or import).

Export

If you choose an export profile you are able in Directory tab to
« New: create a new connection setting to an Active Directory

Edit: edit a given connection setting

Delete: delete a connection setting or

Show: show the data of a defined and selected connection
setting.

Select properties: select the properties you want to export

Note: You may address more than one forest.




- |
E - [B]x]
NET?EI} GALsync
[ For export account must have READ permizsion to Logs
’ active directory domain.

G" LDAP Path

LDAPDC=hetsec. DC=lacal
Test LOAPIDC=sub.DC=netsec.0C=local
Run
T— 1e.  LDARM 92 1681 1/DC=mydomain, D C=c
Lé\, Mewr mydomainimyusernarne
Logs or LDARPNDC=mydomain.DC=com

yUsernarme
Property LDAP Path|LDAF://DC=netsee,DC=local |
Username| |
Password | |
*) Select by objects
x O Select by group membership
Cloze
’ Ok ] ’ Cancel
B,o-: %

Action New

If you choose an export profile you may create a hew connection
setting to an Active Directory domain.

configure the required LDAP path to access your Directory
you may list the structure of organizational units (button
"Show"). By default the current domain is listed. If you do
not configure a username and password the current logged
in user will be used.

Sometimes it is recommended to add the domain
controllers server name like
“LDAP://server/dc=myorg,dc=com” or
“LDAP://192.168.50.5/dc=myorg,dc=com”

Important: Because GALsync lists the OU structure the query runs
against the domain controller and not against the global catalog. In
a multi-domain forest you have to define a connection setting for
each domain you want select objects from.
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Select by objects
An Active Directory tree with
« all mail-enabled contacts
« all mail-enabled groups
« all mailbox-enabled or mail-enabled users

will be listed. If you select an OU, all included objects will be marked
for export.

Note: if you select a group, the group as object (with its mail
address) will be exported (not the memberships).

Select by group membership

An Active Directory tree with only group objects is listed. If you
select a group all members (including nested group membership)
will be marked for export.

Note: The group itself will not be marked for export.

Action Edit

If you choose an export profile you may modify the connection
settings to Active Directory. After such a modification you must
choose "Show" and reconfigure your objects to be exported.

Action Delete

If you choose an export profile you may delete the selected
connection setting.

Action Show

If you choose an export profile you may show the Active Directory
structure to select objects to be exported. Because all your directory
structure is loaded it may take some time to perform this step.




= I:“j D C=retzec, DC=local Y
DD OlU=_Testaccounts
DD OU=lmpart B
D OU=tlasslsers
DD OU=kdicroszaft Exchange Security G
[ 13 cH=Builtin
DD CH=Users
[E][[3 ou=_NETSEC Mitarbeiter
DB_& CN=Terminal Benutzer NETsec
[#] &2 CN=METSES 551 Vertrich
[]& CN=NETSEC S5L DAIG
[] &3 CH=AleNETsacler
[ ]&% cN=NETSEC Kunden
[ ]&% cH=NETSEC 55L Demo
[ ]&3 cu=NETSEC S5L
[]&3 cH=bitExclaimer
[]&2 CH=NET3ZEC 35L Dowrload
D B} CN=ExclaimerMeuEingang

& E- & -

Loading Directory ...

Load Objects .. DB_& CH=MNETSEC S5L Alenianer
Flease wait. DB_& CN=METSEC S5L S5EG
Thiz may take several minutes. I:l B_& CH=METSEC S5L SWE bl
£ >

Select All Properties

By default only some properties are selected. If you want to export
other properties select all or those you want.

[¥] Select all properties

Property Walues
object GUID
distinguishedMame
mail
targetfiddress
giveniame
=
initials

deszeription

FREEEEEEE

physical Delivery Ofice Name W

Recommendation

To have a first quick look to the features of GALsync select the
defaults.




Import

Create an Import profile

I--:.\I\_r)
Sefup | Prafile | [ Security l [ Directory ] [ Transfer l [ Logs
Create a new configuration profile or choose a configuration profile to edit.
Test
— Mame Direction  Path
[‘:;5 O Export To d1.biz export CAProgrammelGALsyncProfiles\ExportTod] biz.xml
B Import From D1 .biz import CAProgramme\GAlsyncProfilestimporntFromD 1 biz <ml

By default the current domain is listed. If you do not configure a
username and password the current logged in user will be used.

Note: The account you configure must have write permissions to
the OU data will be imported to.

If you choose an import profile and configured the required LDAP
path to access your Directory you may list the structure of
organizational units (button "Show").

Note: Listing Active Directory objects may take several minutes
because the structure is cached for future use.

If you choose an import profile you are able in Directory tab to
o configure a connection setting to an Active Directory
« Show: show the structure of organizational units.

o Edit properties: you may configure prefixes or suffixes for
each property - or you may replace a given string

You should have already created an organizational unit if you want
to import the objects to before performing the next task.

Import configuration

» Select the organizational unit you want to import the objects
to or create a new OU




DD CH=Computers
DD CH=Spstem
DD CH=Users
DD CH=Foreign Secunty Principals
DD CH=Program Data
DD CH=Microsoft Exchange System Objects

£ »

| Create OU

Note: You can select only 1 OU for a given import profile.

|impur‘tFrDmNetsec:|

o Edit Properties: Modify the selected property by using pre- or
postfixes or replace a found string

[T OU=_Zericefccounts

Uzername
| | I:“j OlU=camAdmin
FPazsword | | A ou=imparta
I:‘ A OU=ImpanB
[ Show ] I Edit property ] DD OlU=taszUsars
e
Froperty Property 3]
|:| tithe
D postalCode Bl
[0 pestOfficeBos Prefix Froperty Suffise
[ tacsimilaTelephaonet... | || || [Metzec Ltd] | stem Objects
displayMame . 5
O info Find Replace with
O e | | | |
D department
I:‘ COmpany
I:‘ streatdddress [ Ok ] [ Cancel ]
I:‘ dizplay NameFrintabla ¥
E mailticknams hd |imp0rtFr0mNetsec | Create OL

Recommendation

To have a first quick look to the features of GALsync select the
defaults and import to a new OU named “import”




» Main Menu SETUP - Section Transfer

In this menu you configure the file (containing the object data) and
the type of transferring the file to or from your partner organization.

2 GALSync

Nﬂ-fﬂﬂ GALsync
Setup ’ Profile l ’ Security ] ’ Directory ] | Transfer | ’ Logs
Tesh The data file contains the directory infarmation wou want to share with wour parther.
3
=y Chooze location to store data file on your local machine.
Bun Data File
- L
Logs
Chooze the tranzport protocol to use for transmizzion.
@ hdanual
O E-mail
o
Close
) File Share
(5] (8 eoes)
Data File

Choose the location and the name of the file which will contain the
data objects you export or import.

Transport protocol
Choose the transport protocol you want to use for transmission.

« Manual: you want manually exchange the file with your
partner organization.
No further configuration is required.

« FTP: you want to exchange the file with your partner
organization by using a common ftp service.
You have to configure all required settings to perform the




access to the ftp service.
Note: there is no validation of your settings at this time!
You may validate the configuration using the menu "Test".

TP

ftp:/ #ftp. mycompaty. comdexp. sml

5]

LRI |ft|:u".-‘www.netsec. de/export.=ml

Access Information

Uszer

Pazzword

Frowsy Information

Prowsy Address
Prowy Port

Prowy Uszer
Prowy Password

Prosy D amain

|anu:unymu:uus

o= ]|

LCancel ]

» File Share: you want to exchange the file with your partner
organization by using a Windows file share.
You have to configure all required settings to perform the
access to the file share.
Note: there is no validation of your settings at this time!
You may validate the configuration using the menu "Test".

Yeerverizharehexp. sml

Path |\\‘I 92.168.50.45\galspncsharehexport. xml

Access Information

Daomain |netsec

User |ga|s_l,lnc:service

xxxxxx

Password |

Test l




« Email: you want to exchange the file with your partner
organization by sending a email with the data attached.
You have to configure all required settings to perform sending
a message or to retrieve a message. GALsync will extract the
attachment and store it in file system before inserting it into
Active Directory.

Email Settings X

Inzert name or IP addreszs of mail zerver [anonymous access required)

STFE Host |r33|:|l:l. netzec. local |

From |aalsyneservice@netsec. de |
To |aalsyncservice@dé biz |
CC | |
BC | |
Subject  |Data spnc |

Ok ] [ Cancel ]

Recommendation

To have a first quick look to the features of GALsync choose
"manual”.




» Menu SETUP - Section Logs

In this menu you configure the types and level of logging all GALsync

operations.

=

“ GALSync

NETsge.  GaALsync

Directary ] [ Tranzfer ] | Logs

Setup [ Profile ] [ Security ] [
[
Test Event Log O L o
—— ® Iedium
!
=9 O High
Bun O Uhimate
=
"'é\- File Log O Basic
Logs -
'l Advanced
® Expert
'l Support

Delete files older

0 Send reportto

X Log Reports @ Errors
O Errors & Summery
Cloze

errors
errors & warnings
errors, warnings & information

errors, warnings & information with directory data

errors & warnings

errors, warnings & inforrmation
errars, warnings, information & directory data

errors, warnings, information & process data

s days.

-
5o

Event Log

« Select if you want logging into the Windows application log.

e Choose the level of logging.

File Log

e Select if you want logging into a log file.

profile.

The log files will be created on a daily schedule and for each

Log files are stored in "»system%/system32/logfiles/GALsync".
Configure the number of days after a specific log file will be

deleted automatically.

Choose the level of logging.



Log Reports

« Select if you want an administrative account to get a logging
report.

« The administrative report is sent each time a profile is be
executed.

« Configure the required information for sending emails to the
administrative account

Logging Level
o Errors: a serious, critical problem.

Warnings: a problem which is not fatal.
Information: nice to know

Directory data: log includes attribute values of objects

Process data: log does not includes attribute values of objects
but general data of export / import process

Recommendation

To have a first quick look to the features of GALsync choose "File Log
- Advanced”.

Email Settings ]

|ngzert name ar IP addrezs of mail zerver [anonymous access requined]

SHTE Host |r:43|:||:l.netsec.de |

From |galsyneservice@netsec. de |
Ta |reportsi@netsec de |
cC | |
BC | |

Subject  [Logfile |

5 ) (o=




» Main Menu TEST

In this menu you can validate all the settings of a selected profile.
Important: No data writing is performed in any Active Directory!
Test

» Select the profile you want to validate.

o Press button "Test configuration profile".

o Check in log if any error occurred.

Running the test should result in an output of logging data

=

% GALSync

NET?E[: GALsync

Sellp Chooge the configuration profile.
Marme Direction Path
Export To d1.biz export CAProgrammelGalsvnoProfiles\ExportTod1 biz.xml

Test configuration profile

Found CN=TestContactCZLastNane' , e
TestContactCZFirstlName  0U0=MassUsers,DC=netsec,DC=local

Found CN=TestContactDZLastNane' ,

TestContacthZFirstlName  0U0=MassUsers,DC=netsec,DC=local

Found CN=TestContactFzZLastName' ,

TestContactFZFirstlName  0U0=MassUsers,DC=netsec,DC=local

Found CN=TestContactGzZLastNane' ,
X TestContactGZFirstlane , 0U0=MassUsers,DC=netsec,DC=local
Close Found CH=TezstContactHzZLastName' ,

TestContactHZFirstlName  0U0=MassUsers,DC=netsec,DC=local

Found CH=TestContactIZLastName' ,
@ TestContactIZFirstName ,0T=MassUsers,DC=netsec,DC=1local
About b




» Main Menu RUN

In this menu you can manually run a selected profile.

r

Z GALSync

NET::EE[: GALsync

Choose the configuration profile.

Marme Direction Path
Test Export To d1.biz export CAProgrammelGalsyncdProfiles\ExporTodlbiz.xml

Lﬁ Run configuration profile l [ Configure schedule

*H FE FE OEFE %
17.06.2006 13:21:21

Read 500

17.06.2008 13:21:28
Found objects in AD: 307

*E KT TE EE K

X
- *E FF FE KL %
s 17.06.2008 13:21:40
Read 500
(?) 3
About < *

RUN
» Select the profile you want to validate.
o Press button "Run configuration profile".
e Your configured log file level will be shown in the output pane.

You may configure to schedule the execution of a profile.




£

Schedule Service

F.unning

) Mo scheduls service

@ weskly [ Monday
[] Tuesday
YWiednesday
] Thursday
[] Friday
[] Saturday
[] Sunday

1 2 h B % min

[ Ok ] [ Cancel

» Main Menu LOGS

In this menu you can edit the log files of a selected profile.

% GALSync

NETEE[: GALsync

Setup Choose the configuration profile

B’ Marne Direction Date File

Test Export To d1.biz export [J 17.06.2008 ExporTodlbizlog200806...
Bun

[

Logs




o Select the profile you want to edit logs from.
« In the right detail pane all logs are listed.

» Select the log you want to edit. The log file will be opened in
your default editor.

Note: if the log file does not contain any content you may have no
configuration setting made in Menu SETUP - LOGS for the selected
profile!




» Chapter 7: Frequently asked Questions

Question: On which servers I should install GALsync?

Answer: We recommend to install GALsync on a file server or on a print server of the
domain. Installations on Domain controllers or Exchange servers as well as on XP or Vista
clients are also supported.

Question: I want to secure the permissions for Galsync program. What should I do?

Answer: By default the service account is granted permissions by setup. The account needs
permissions on “%system%)\system32\logfiles\Galsync” and the Galsync program folder.
Also in registry he must access “"HKLM\software\Netsec” and
“HKLM\system\CCS\eventlog\Galsync”. The account is added to the local security rights
group “Log on as a service”. All other access permissions you can configure in GALsync
Control Panel.

Question: I selected an Organizational Unit with 250 objects to be exported. How can I
configure a special object in this OU not to be exported?

Answer: Insert the value "NoGALSync” in “extention attribute 9”. GALsync will not export
an object having this value.

Question: What happens if an object has the attribute “Hide from address book” selected?
Answer: GALsync will not export objects with this attribute selected.

Question: What happens if an object is disabled?

Answer: GALsync will export all mailbox- or mail-enabled objects if they are enabled or not.
Only the attribute “Hide from address book” and the value "NoGALsync” in “extention
attribute 9” are recognized for a decision.




