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Getting Started

Visit https://github.com/BitCurator/bitcurator-distro/wiki/Releases to find the latest
release. Virtual Appliance files may also be available for some recent releases.

Note: BitCurator must be deployed on an x86/amd64 version of Ubuntu. Currently,
it is not possible to use the Virtual Appliance or deploy it on systems with ARM
processors (including Apple M1).

Using the BitCurator Virtual Appliance:

If you have downloaded one of our pre-configured Virtual Appliance files, follow
the instructions in the section Importing the BitCurator Virtual Appliance.

Building BitCurator on your own host or in a new VirtualBox VM:

If you wish to build the environment from scratch on your own physical host or
VM, follow the instructions in the section New BitCurator Installations (Step 1): Install
Ubuntu 22.04LTS.

An internet connection is required during all stages of the installation.


https://github.com/BitCurator/bitcurator-distro/wiki/Releases

Importing the BitCurator Virtual Appliance

The fastest way to get started with BitCurator is to download our latest Virtual Appliance
(.ova) file and import it into VirtualBox. Once you have downloaded the latest .ova file
from https://github.com/BitCurator/bitcurator-distro/wiki/Releases, start VirtualBox on
your host and select Import Appliance in the File menu.

Import Virtual Appliance

Appliance to import

Please choose the source to import appliance from. This can be a local file system
to import OVF archive or one of known cloud service providers to import cloud VM
from.

Source: |Local File System - |

Please choose a File to import the virtual appliance from. VirtualBox currently
supports importing appliances saved in the Open Virtualization Format (OVF). To
continue, select the file to import below.

File: l/home/kamwoods/Documents/BitCurator-4.1.0.ova| ] a

Click on the folder icon, navigate to the location of your downloaded file, select it, and
then click Next.

Importing the appliance may take several minutes. Once the import has been
completed, you may wish to check the Settings for the machine. By default, it is
configured with 4GB RAM and 2 Processor Cores. We recommend increasing this to
at least 8GB and 4 Processor cores, if your hardware is capable.

Start the machine and continue with the section Working in the BitCurator
Environment.


https://github.com/BitCurator/bitcurator-distro/wiki/Releases

New BitCurator Installations (Step 1): Install Ubuntu
22.04LTS

Download the latest 64-bit Ubuntu 22.04 desktop image from
https://releases.ubuntu.com/22.04/ and install on your local machine or in a VM.

Configure your Ubuntu installation as desired. To (optionally) reproduce the default
configuration of BitCurator, when prompted use BitCurator for Your name, bitcurator
for Your computer’s name, and bcadmin for Pick a username. Enter a strong
password of your choice. In the examples used in this document, our password will
simply be bcadmin.

When installation is completed, reboot and log in.

If you are installing Ubuntu 22.04LTS as the host operating system on a dedicated
machine, continue by following the instructions in the section Deploy BitCurator in
Ubuntu 22.04LTS.

If you are installing Ubuntu 22.04LTS in a VM, see the section Important Notes for
VirtualBox VM Installations

1. BitCurator may also be deployed in Ubuntu 20.04, using the same instructions in the following
sections. We recommend that you only deploy in 20.04LTS if you have a specific compatibility
requirement with an existing installation, or specific tools that are unavailable for or incompatible with
22.04LTS.


https://releases.ubuntu.com/22.04/

Important Notes For VirtualBox VM Installations

Visit the VirtualBox website to download and install the latest version of VirtualBox for

your machine. You must also install the VirtualBox Extension Pack on your host
machine in order for USB 3.0 support to work.

Note that installation options have changed in VirtualBox 7.x and later. In the VirtualBox
VM Manager, after clicking New to create a new VM, you must specify the name for

your VM, the location of the Ubuntu ISO you downloaded earlier, and check the box for
Skip Unattended Installation.

Create Virtual Machine

Virtual machine Name and Operating System

Please choose a descriptive name and destination Folder for the new virtual machine. The name you

choose will be used throughout VirtualBox to identify this machine. Additionally, you can select an ISO
image which may be used to install the guest operating system.

Name: BitCurator-4.2.1

Folder: ‘ @ /home/kamwoods/VirtualBox VMs

1SO Image: \I_‘I /home/kamwoods/VirtualBox VMs/ubuntu-22.04.1-desktop-amdé4.iso
Edition:

Type: | Linux
Version: | Ubuntu (64-bit)
Skip Unattended Installation

@ You have selected to skip unattended guest OS install, the guest OS will need to be
installed manually.



https://www.virtualbox.org/wiki/Downloads

Click Next, and on the following screen select at least 8GB RAM and 2 processor cores:

Create Virtual Machine

Hardware

You can modify virtual machine's hardware by changing amount of RAM and virtual CPU
count. Enabling EFI is also possible.

BaseMemory: ©— .. . .. ~ . . . . ... ... 8192MB 3

4MB 32768 MB

Processors: |
1CPU

|| Enable EFI (special OSes only)

Back Next Cancel

Click Next and set the size of the virtual disk. We recommend at least 128GB:

Create Virtual Machine

Virtual Hard disk

IF you wish you can add a virtual hard disk to the new machine. You can either create a new
hard disk File or select an existing one. Alternatively you can create a virtual machine
without a virtual hard disk.

‘# Create a Virtual Hard Disk Now

PR T
Disk size: = . . . . . . .+ . | 128.00GB

4.00 MB 2.00TB
|| Pre-allocate Full Size

(") Use an Existing Virtual Hard Disk File

\ Jammy-4.2.1.vdi (Normal, 256.00 GB)
) Do Not Add a Virtual Hard Disk

l Back H Next H gancel]




Click Next, and review the details:

Create Virtual Machine

Summary

The Following table summarizes the configuration you have chosen for the new virtual
machine. When you are happy with the configuration press Finish to create the virtual
machine. Alternatively you can go back and modify the configuration.

2 Machine Name and OS Type
Machine Name BitCurator-4.2.1
Machine Folder /home/kamwoods/VirtualBox VMs/BitCurator-4.2.1
I1SO Image /home/kamwoods/VirtualBox VMs/ubuntu-22.04.1-desktop-amdé4.iso
Guest OS Type Ubuntu (64-bit)
Skip Unattended Install true
{J Hardware
Base Memory 8192
Processor(s) 2
EFI Enable false
&) pisk
Disk Size 128.00 GB
Pre-allocate Full Size false

I Back H Finish H Qancel]

Now, click Finish, and you will be returned to the main management interface. With
your new image selected, click Settings:

BitCurator-4.2.1 - Settings

General

Basic ‘ Advanced = Description  Disk Encryption

Name: ‘BitCurator-4.2.1

Type: [Linux

Version: [Ubuntu (64-bit)

i Shared Folders
@ User Interface

@ Cancel




In Settings, you will need to make several modifications:

- In the General -> Advanced tab, change Shared Clipboard to Bidirectional
and Drag ‘n Drop to Host to Guest.

- In the Display -> Screen tab, increase the Video Memory to 128MB

- In USB, ensure that Enable USB Controller is checked, select the USB 3.0
(xHCI) Controller, and click the small blue USB plug icon on the right hand
side of the dialog to create a new USB filter. Click OK.

With the machine selected, click Start, and proceed with the Ubuntu installation as
normal.

Once you have completed installing Ubuntu in a VirtualBox virtual machine, it's a good
time to install the VirtualBox guest additions, since both media automounts and
software autorun will be disabled after deploying the BitCurator install script in the next
section.

With the machine powered up and logged in, select Insert Guest Additions CD Image
from the Devices menu:

Ubuntu-22.04-Base [Running] - Oracle VM VirtualBox
File Machine View Input [pI50[<3H Help
Activities (=) Optical Drives
(£ Audio
@ Network
47 USB
) Webcams
[ 7] Shared Folders
"] shared Clipboard
|= Drag and Drop

Oct22 12:33

* v ¥ * v v w ¥

+ Insert Guest Additions CD image...

Now, click the Files icon in the dock, and you should see the Guest Additions CD listed
on the left of the new window. Click it, and in the new dialog select Run Software.
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Important: If you have trouble getting the VirtualBox guest additions automatic installer
to run, you can also execute the following command from a terminal with the guest
additions ISO mounted (replacing X.X.X with the current release number of the guest
additions you are using; this number will match the release number of VirtualBox itself):

sudo /media/bcadmin/VBox_GAs_X.X.X/VBoxLinuxAdditions.run

(Note: as you are typing, you can hit the Tab key on your keyboard to autocomplete
each part of the command after typing a few letters)

If you plan to use Shared Folders, you should also add the bcadmin user to the vboxsf
group in Ubuntu (after the guest additions have been installed). To do this:

1.

Install the gnome-system-tools package in order to access the Users and
Groups GUI. In a terminal, run the following command:

sudo apt-get install gnome-system-tools

. Click on the Show Applications icon (grid icon) at the bottom left of the screen.

then type “Users and Groups”. Click on the icon that appears in the search
results.

Click Manage Groups for the bcadmin user

. Scroll down the groups list until you see vboxsf. Select it and click Properties,

Enable the checkbox.

Click Ok. You will be prompted for the password for the bcadmin user. Once
you’ve completed this step, you can close the Users and Groups window.

Continue by following the instructions in the section New BitCurator Installations
(Step 2): Deploy BitCurator in Ubuntu 22.04LTS.
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New BitCurator Installations (Step 2): Deploy BitCurator in
Ubuntu 22.04LTS

1. Prepare your environment

To ensure you have all of the tools, and updates necessary for the BitCurator
environment to succeed, you should update the local apt repository and install the
necessary tools. Open a terminal and use the following commands:

sudo apt-get update && sudo apt-get upgrade -y
sudo apt-get install gnupg curl git -y

gnupg is required for the BitCurator installer to validate the signature of the BitCurrator
configuration files during install. curl can be used when developing or testing state files.
git is used to clone local GitHub repos, and can be used when testing state files from
the BitCurator SaltStack Repo.

2. Download the BitCurator CLI installer

BitCurator uses a standalone command-line tool for installation and upgrade. First,
open a terminal and download the latest release of the tool with the following
command:

wget https://distro.ibiblio.org/bitcurator/bitcurator-cli-1linux

Verify that the SHA-256 has of the downloaded file matches the value below:

5acab7abcafta24864d49e4872f8e2b562c16bf4842256ad3f994aae8dodf77cl

You can generate the hash of your downloaded file with:

sha256sum bitcurator-cli-linux

Next, adjust some permissions and move the BitCurator installer to the correct location:

sudo mv bitcurator-cli-linux /usr/local/bin/bitcurator

sudo chmod +x /usr/local/bin/bitcurator

(Instructions continue on next page)


https://github.com/bitcurator/bitcurator-salt
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3. Run the BitCurator CLI Installer

Simple install: Run the BitCurator installer. This may up to an hour to complete,
depending on your system and network speeds:

sudo bitcurator install

The command will install BitCurator for the user that is currently logged in. For other
installation options, read the section below.

Optional install modes:

The BitCurator installer provides several additional installation modes. To see the
options provided by the command, run the following:

bitcurator --help

You will be presented with the usage information:

Usage:

bitcurator [options] list-upgrades [--pre-release]

bitcurator [options] install [--pre-release] [--version=<version>] [--mode=<mode>]
[--user=<user>]

bitcurator [options] update

bitcurator [options] upgrade [--pre-release] [--mode=<mode>] [--user=<user>]

bitcurator [options] version

bitcurator [options] debug

bitcurator -h | --help | -v
Options:
--dev Developer Mode (do not use, dangerous, bypasses checks)
--version=<version> Specific version install [default: latest]
--mode=<mode> bitcurator installation mode (dedicated or addon, default:
dedicated)
--user=<user> User used for bitcurator configuration [default: bcadmin]
--no-cache Ignore the cache, always download the release files
--verbose Display verbose logging

If you wish to install BitCurator for a different user, you may use the following command:
sudo bitcurator install --user=<user>
Where <user> is a username other than the one you are currently logged in as.

If you wish to install BitCurator in addon mode (installing the tools, but leaving the
default Ubuntu theme intact), use the following command:

sudo bitcurator install --addon
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3.1 What to do if something goes wrong

If you encounter an error, you may be able to identify the issue by reviewing the
saltstack.log file under /var/cache/bitcurator/cli in the subdirectory that matches the
BitCurator state-files version you're installing. Search for the log file for “result: false”
messages and look at the surrounding 5 lines or the 8 lines above each message to see
the state file that caused the issue. You can do this with:

grep -1 -C 5 'result: false' or grep -i -B 8 'result: false'

4. Reboot

When the installation is complete, reboot your system from the terminal:

sudo reboot

After the reboot, you will be automatically logged in if you selected “Automatic Login”
during the Ubuntu install. Otherwise, you can log in to BitCurator with the username and
password used during the install. To change this behavior:

Open the Activities overview and start typing Users.

Click Users to open the panel.

Select the user account that you want to set the log in behavior for at startup.
Press Unlock in the top right corner and type in your password when prompted.
Switch the Automatic Login switch to on or off, depending on the desired
behavior.

abhwnN =
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Working in the BitCurator Environment

The BitCurator Environment includes various customizations and tools to assist in
mounting and analyzing digital media and their contents. When you log in, you should

see a desktop similar to the one shown below:

Jammy-4.2.0 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

tivities  Applications

9

ome.

BitCurat 'r

bl & | =) R G @ @ Right Ctrl

In previous releases, tools to support a variety of workflows were organized into folders
on the desktop. In BitCurator 4.x, these tools are organized in submenus under the
Applications menu in the top left (to the right of the Activities menu).
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Jammy-4.2.0 [Running] - Oracle VM VirtualBox

rrrrrr

ccessories
cdrdao (command line)

clonezilla (command line)

@ defldd (comman d line)

Imaging and Recovery
Internet
Office

pactagrgmdancrer (BB Smpopey Gommand e

Programmin g ewfacquire (command line)
sound & Video

&l Guymager
System Tools i mag

BitCurat 'r

b | |E1 iR B @ @I Right Cerl

The Imaging and Recovery submenu lists tools to assist in device imaging and
recovery. These include:

Brasero: A GNOME application to burn CDs and DVDs, and create 1:1 copies of CDs
and DVDs.

cdrdao: An application to record audio or data CD-Rs in disk-at-once (DAO) mode
based on a textual description of the CD contents (toc-file).

Clonezilla: A partition and disk imaging/cloning program.

dcfldd: An enhanced version of GNU dd with features useful for forensics and security,
including hashing on-the-fly and split outputs.

dd: dd copies input to output with a changeable 1/0 block size, while optionally
performing conversions on the data. Can be used to create raw images of devices.
ddrescue: A data recovery tool with advanced features to assist in rescue of good data
from devices with read errors.

dumpfloppy: A tool to read floppy disks in arbitrary formats supported by the PC floppy
controller, and work with the resulting image files.

ewfacquire: A utility to acquire media data from a source and store it in EWF format
(Expert Witness Compression Format).

Guymager: A GUI tool to create raw and EWF-packaged images from devices.


http://cdrdao.sourceforge.net/example.html#toc-file-example
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Jammy-4.2.0 [Running] - Oracle VM VirtualBox

‘ BitCurator Mounter
Brunnhilde
bulk_extractor
W DiskType

mdsdeep
nsrllookup
PhotoRec
RegRipper

ccessories

ssdeep (Fuzzy hashes)
System Tools E D=

BitCurat 'r

b | |E iR B @RI Right Ctrl

The Forensics and Reporting submenu lists forensics and forensics-adjacent tools.
These include:

BitCurator Mounter: A lightweight GUI tool to assist with mounting and unmounting
devices.

Brunnhilde: A tool to generate aggregate reports of files in a directory or disk image
based on input from Richard Lehane's Siegfried. Can optionally analyze content using
bulk _extractor.

Bulk Reviewer: A tool to scan disk images and assist in the review of bulk_extractor
reports.

bulk_extractor: A tool to scan disk images and directories for PIl and other features.
DiskType: A tool to detect the content format of a disk or disk image. It knows about
common file systems, partition tables, and boot codes.

md5deep: a set of programs to compute MD5, SHA-1, SHA-256 and other digests
nsrllookup: Query NSRL’'s MD5 hashes of known pieces of software.

PhotoRec: File data recovery software designed to recover lost files including video,
documents and archives from media.

RegRipper: Extract the contents of Windows registry backups.

TestDisk: Data recovery software, companion to PhotoRec.



http://www.itforarchivists.com/siegfried
https://md5deep.sourceforge.net/#md5
https://md5deep.sourceforge.net/#sha1
https://md5deep.sourceforge.net/#sha256
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Jammy-4.2.0 [Running] - Oracle VM VirtualBox S @ x|
File Machine View Input Devices Help

Activities Applications

,-,s ESUOHLeS) Baglt-Python Library (BIL)
Accessories

® oo
Additional Tools

Documentation and Help

=

Forensics and Reporting
Graphics

Imaging and Recovery
Internet

Office

Packaging and Transfer
Programming

sound & Video

o BitCurat 'r

b | |E1 iR B @ @I Right Cerl

The Packaging and Transfer submenu lists some tools to assist with safe packaging
and network transfer of materials. These include:

Bagit-Python: A Python library and command line utility for working with Baglt style
packages.
Grsync: A GUI front-end for rsync.


http://purl.org/net/bagit
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Jammy-4.2.0 [Running] - Oracle VM VirtualBox S @ x|

File Machine View Input Devices Help

,,,,, Applications
Favorites Antiword (legacy Word to T...
Accessories
. Bless Hex Editor

Documentationand Help @ ClamTk

Additional Tools

Forensics and Reporting _
H FIDO Format Identification
Graphics
Imagingand Recovery H Fiwalk (command line)
Internet

GHex

Office
Packaging and Transfer @ GtkHash

Programming Hashrat
sound & Video

#® | HFSExplorer
System Tools

L]
utilities W Match BE Features to File Na... B | t l I r a t ' r

nwipe (zero out devices)
@ Read Outlook PSTFile

b | |E1 iR B @RI Right Cerl

The Additional Tools submenu includes a selection of extra tools that may be useful in
various workflows. Full documentation for these can be found elsewhere online.

Antiword: Extract the contents of legacy Word (binary) documents.

Bless Hex Editor and GHex: Hex editors to inspect and edit hexadecimal
representations of files and devices.

Fiwalk: Command line tool to process disk images using Sleuthkit. Outputs
machine-readable metadata in Digital Forensics XML.

HFSExplorer: A tool to read and export files from Apple HFS file systems.
ClamTk: A GUI front end for the scriptable Clam Antivirus software.

FIDO Format Identification: The FIDO (Format Identification of Digital Objects)
command line tool. Uses the PRONOM file format and container descriptions.
nwipe: Securely zero out (wipe) devices.
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Jammy-4.2.0 [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help
Activities cations

Set USB mount policy READ-ONLY

Set USB mount policy WRITEABLE

ome

BitCurat 'r

o | |I=1 iG] @ B Right Ctrl

BitCurator includes a convenience application indicator (small disk icon in the top right
of the menu bar) that may be used to quickly set the current mount policy for USB
Devices.

When the disk icon is red, the mount policy is set “writeable”. USB storage devices
plugged into the system when this state is set can be read from, and written to.

When the disk icon is green, the mount policy is set “read-only”. USB storage devices
plugged into the system when this state is set cannot be written to.

Important notes: Changing the mount policy state does not change the mount policy
for devices currently plugged into your machine.
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Imaging Physical Media

In this example, we will acquire a USB flash drive connected to a laptop running the
BitCurator environment in a VirtualBox VM. The process is similar for other devices.

When properly configured (with VirtualBox Guest Additions installed and a USB Device
Filter enabled for all USB devices in the VirtualBox settings for that machine), the USB
device should be automatically captured by the VM. However, it will not be
automatically mounted.

Mounting the device is not required to create an image of it. If you wish to mount the

device, click on the Files icon in the dock, and select the name of the indicated volume
on the device to mount. If you are not using a hardware write blocker, or if the USB
device read-only policy is not enabled, your device is now mounted and writable!

Jammy-4.2.1 [Running] - Oracle VM VirtualBox - o x
File Machine View Input Devices Help

(#] sampleData

{0 Recent 5
; s

* starred file_ident_ registry RegRipper3 25.is0 ar99.doc files.zip jo-work-
ex .0 usb-2009-

i} Home 12-11.E01

a1an o100 oLon

3 Documents ooLo i . ugLo u;
10 10 L
o B img H

I Downloads nps-2010- ntfs1-gen1. something. terry-work-  The NDSA
emails.E01 EO1 img usb-2009- Levels of
1 Music 12-11.E01  Digital Pr...

[ Pictures
B videos

@ Trash
(# sampleData a

+ Other Locations

Shared Folders
and Media

b g =il @@ ®Right ctrl
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Jammy-4.2.1 [Running] - Oracle VM VirtualBox _ o x|
File Machine View Input Devices Help

Activities A ions Guymager

GUYMAGER 0.8.13
Devices Misc Help

Rescan

Serial . Linux - Hidden Bad
nr. device sectors

AA010220140505361941 SanDisk Extreme

VB1b9dad02-edclfboc rdev/sda VBOX_HARDDISK 274.9GB unknown
tdev/loop0  bare_5.snap 4.1kB unknown
fdevfloopl | snapd-desktop-integration_14.snap () Idle 290.8kE unknown
fdev/loopl0 |snap-store_539.snap O idle 48.2MB unknown
fdevfloopll |gnome-3-38-2004_119.snap ) 1dle 363.2MB unknewn

fdev/loopl2 | firefox_1993.snap O idle 249.6MB  unknown
‘

Size 15,693,664,256 bytes (14.6GiB [ 15.7GB)
Sector size 512

Image file

Info file

Current speed

Started

Hash calculation

Source verification

Image verification

Overall speed (all acquisitions)

Shared Folders
and Media

o o= il 3] & (8 Right Ctrl

Click on the Applications menu in the top left of the screen, then navigate to the
Imaging and Recovery submenu. Then click on Guymager. Guymager requires
elevated privileges for access to physical devices; you will be prompted for your
password to enable this. Once Guymager has loaded, the main interface appears as in
the picture above. In this example, the USB flash drive is selected.
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Next, right-click on the selected device (in this example, a 16GB SanDisk Extreme flash
drive) and select Acquire Image from the context menu. A new dialog will appear:

Jammy-4.2.1 [Running] - Oracle VM VirtualBox 5 0 Q|
File Machine View Input Devices Help

Acquire image of /dev/sdb
File format.

() Linux dd raw image (file extension .dd or .xxx) V]

(e Expert Witness Format, sub-format Guymager (file extension .Exx) | Split size 2

Batch number |1

Item number |1

Contact name | BitCurator

Description | A Sample Image

Notes ‘AAD[022014()50536[941

Destination

Image directary | | |/nomebcadmin/

Image filename (without i |5ampIeData

Info filename (without extension)  |SampleData

Hash calculation { verification
¥ Calculate MD5 Calculate SHA-1 Calculate SHA-256
Re-read source after acquisition for verification (takes twice as long)

V| Verify image after acquisition (takes twice as long)

Cancel | Duplicate image... I

Shared Folders
and Media

b =i @)@ ElRight ctrl

This disk image will be acquired using the Expert Witness Format (the second option at
the top). Guymager will split EWF images into 2048MiB segments by default. If you do
not wish to split the image, set the Split size to something very large (2 EiB, for
example).

The five metadata fields starting with Batch number are optional. Don’t forget to select
the directory you made on the desktop in the Image directory field. In this case, we have
simply chosen to write the image to our home directory. Finally, provide a name for the
image. Then click Start.
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Jammy-4.2.1 [Running] - Oracle VM VirtualBox B O @

File Machine View Input Devices

GUYMAGER 0.8.13
Devices Misc Help
Rescan
Average FIFO queues *
Serlal " Linux Hidden Bad Time
Figsice] Model State Size Ereas) ot Eom) Progress speed remaining usage
[MB/s]
VB1bodado2-edclfbac Jdev/sda 'VBOX_HARDDISK O dle 274.9GB unknown
Jdev/loop0  bare_S.snap O dle 4.1kB unknown
/devjloopl  snapd-desktop-integration_l4.snap () ldle 290.8kB unknown
/dev/loopl0 snap-store_599.snap O idle 48.2MB unknown
/devjloopll gnome-3-38-2004_119.snap O idle 363.2M8 unknown
Jdev/loopl2 firefox_1993 snap O idle 249 6MB unknown
/dev/loop2  snap-store_582.snap O idle 48.1MB unknown
Jdevjloop3  gnome-3-38-2004_112 snap O idle 420.3MB unknown =
q v
Size 15.693,664,256 bytes (14.6GiB / 15.7GB}
Sector size 512
Image file fhome/bcadmin/sampleData. Exx
Info file fhome/bcadmin/SampleData.info
Current speed 86.60 MB/s
Started 22. October 02:10:58 (00:02:18)
Hash calculation
Source verification aff
Image verification
oOverall speed (all acquisitions) 86 60 MB/s

Shared Folders
and Media

B h@s =iwdléEright cerl

You will see the main dialog state change to Running. When the acquisition finishes,
you will see a Finished - Verified & Ok message in the State column.

Tip: If you're running the BitCurator environment in a VM, the default screen resolution
may be small enough that you can’t see the whole dialog. Increase the size of your VM
window by dragging a side or corner. The desktop should adjust automatically.

Close Guymager, and double-click on the Home icon on the Desktop. If your physical
device is mounted, it will appear in the window with an eject symbol next to it.

sampleData &

+ Other Locations

Click the eject symbol, and you should see a notification appear at the top of the screen
indicating that the filesystem is being unmounted. Once the name of the filesystem
disappears from the list, you can power off and or unplug the physical device.
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Changing Permissions for our Disk Image Files

Since Guymager runs with elevated permissions, the images it creates are read-only

for users other than root. Double-click on the Home icon on the Desktop. You will see
that the image file (and associated metadata file) we have created have small “locked
padlock” indicators on them, indicating restricted permissions for our user.

Jammy-4.2.1 [Running] - Oracle VM VirtualBox 50O Q]
File Machine View Input Devices Help
Activities Applications E7 Files

(¢ | ) || ot Home — —

i Q = v| =
= m .

* starred Desktop Documenta Documents — Downloads Music Pictures
tionand
it Home Help

3 Documents §§gg =
=0 =0

I Downloads snap Templates Videos sampleDat  SampleDat
a.E01 a.info

I Music

[ Pictures

B videos

@ Trash

+ Other Locations

Shared Folders
and Media

o o= il 3] & (8 Right Ctrl

If you're unfamiliar with how Linux permissions work, now is a good time to read an
introductory guide such as the one at https://linuxcommand.org/lc3_|ts0090.php.

There are multiple ways to update the permissions on these images so we have full
read-write access, but the fastest is with some terminal commands. Right-click in the
white space of the window we just opened, and select Open in Terminal from the
context menu.


https://linuxcommand.org/lc3_lts0090.php
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In the Terminal window that appears, type the following:
1s -1 SampleData.*

This tells the system to list, using the long listing format (-) files with the name
SampleData and any extension.
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:~% 1ls -la SampleData.*
-rw-r--r-- 1 root root 13356082262 Oct 22 02:15 SampleData.EO01
-rw-r--r-- 1 root roctl 12428 Oct 22 02:16 SampleData.info
~$
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We can see that these two files have read-write permissions for the file owner (root),
read-only permissions for the group owner (anyone part of the root group) and read-only
permissions for all other users. We could change these permissions so that everyone
has read-write access, but instead for this example we will be changing the file owner
and group owner to our user, bcadmin. To do this, enter the following commands:

sudo chown bcadmin SampleData.*
sudo chgrp bcadmin SampleData.*

If you run the previous Is command again, you’ll see that the file owner and group
owner for both of the SampleData files is now bcadmin. The padlock icons are also
now gone in the file manager window. Close the terminal window.
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The BitCurator environment includes many different tools to interact with disk images.
For raw (.dd or .raw) and Expert Witness Format (.E01) images that contain
filesystems readable by the underlying Ubuntu OS, BitCurator includes some
convenience scripts to automatically mount those filesystems.
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In the file manager dialog, right click on the SampleData.E01 image we created, select
Scripts, and then select Disk Image Mount. This script serves as a wrapper for libewf
and some mounting tools to attempt to automatically mount any identified file systems. If
such a filesystem is found, you will see it appear as a mountable device in the list on the

left.
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In this example, we have mounted the FAT32 filesystem contained within the image of
the 16GB drive we imaged, and can now browse, open, and copy any files we require.
In this example, we have opened a PPTX file in LibreOffice.

Note: This mount is read-only. You cannot alter the content of a filesystem
mounted from an EO01 file (modifying, adding new files, or deleting) from this
desktop interface.

Once you have finished examining the content, click the eject indicator next to the
filesystem name in the file dialog. You will get a prompt for your user password in order
to complete this step.
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Analyzing a Disk Image with Brunnhilde

BitCurator includes a variety of tools to analyze and report on disk images and the
filesystems they contain. For this Quickstart guide, we will focus on the command line
tool Brunnhilde, a Siegfried-based characterization tool for directories and disk images.

In the Applications menu in the top left, navigate to the Forensics and Reporting
submenu, and select Brunnhilde. A new terminal window will appear, in which the
following command has been run to show Brunnhilde’s help documentation:

brunnhilde.py -h

Your terminal window may be too small to see all of the flags and options in the help
output. Make the window larger, or scroll up if you’d like to see the full list of options.

Jammy-4.2.1 [Running] - Oracle VM VirtualBox B 6 &
File Machine View Input Devices Help

Activities  Applications [ Terminal oct 22

ﬂ's {.} m bcadmin@bitcurator: ~

unhfs to extract (e.g. --hfs_partition 1)
al --hfs_fsroot HFS_FSROOT
HFS option: Specify POSIX path (file or dir) in the
HFS file system for unhfs to extract (e.g.
--hfs_fsroot /Users/tessa/backup/)
--tsk_imgtype TSK_IMGTYPE
TSK option: Specify format of image type for
tsk_recover. See tsk_recover man page for details
--tsk_fstype TSK_FSTYPE
TSK option: Specify file system type for tsk_recover
See tsk_recover man page for details
--tsk_sector_offset TSK_SECTOR_OFFSET
TSK option: Sector offset for particular volume for
tsk_recover to recover
--hash HASH Specify hash algorithm
-k, --keepsqlite Retain Brunnhilde-generated sqlite db after processing
, --largefiles Enable virus scanning of large files
--noclam Skip ClamAV virus scan
, --removefiles Delete ‘carved_files' directory when done (disk image
input only)
--throttle Pause for 1s between Siegfried scans
, --verbosesf Log verbose Siegfried output to terminal while
processing
, --version Display Brunnhilde version
, --warnings, --showwarnings
Add Siegfried warnings to HTML report
, =--scanarchives Decompress and scan zip, tar, gzip, warc, arc with
Siegfried
--save_assets SAVE_ASSETS
DEPRECATED. Non-functional in Brunnhilde 1.9.1+ but
retained for API stability
--load_assets LOAD_ASSETS
DEPRECATED. Non-functional in Brunnhilde 1.9.1+ but
retained for API stability
--csv CSV Path to Siegfried CSV file to read as input
(directories only)
--stdin Read Siegfried CSV from piped stdin (directories only)
-0, --overwrite Overwrite reports directory if it already exists
--in-memory-db Use in-memory sqlite database rather than writing it
to disk
bcadmin@bitcurator:~$ i
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For this example, we’ll be instructing Brunnhilde to analyze an EWF disk image
containing a FAT filesystem, carve out all of the files it can find, create a set of common
reports, and run a Clam virus scan. The command we will issue is as follows:


https://github.com/tw4l/brunnhilde
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brunnhilde.py -d --tsk_fstype fat --tsk_imgtype ewf SampleData.E@1 TestAnalysis

Using this command, Brunnhilde will create a new TestAnalysis directory under
/home/bcadmin, where we will find the output.

Brunnhilde will carve files out of the image using tsk_recover, generate a DFXML
report for the filesystem using fiwalk, execute the virus scan, and run an analysis with
Siegfried.

You can examine the output by navigating to the new TestAnalysis folder:
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[ERROR] zip: not a valid zip file
2022-10-22 03:43:10,873 - INFO - Siegfried scan complete. Processing results
2022-10-22 03:43:10,950 - INFO - Brunnhilde characterization complete. Reports written to /home/bcadmi
n/TestAnalysis
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Brunnhilde provides many other options, including scanning files with bulk_extractor.
To enable bulk_extractor, simply add the -b flag to the previous command:

brunnhilde.py -d -b --tsk_fstype fat --tsk_imgtype ewf SampleData.E@1 TestWithBE

You should see a new directory, TestWithBE under /home/bcadmin, that now also
contains a bulk_extractor directory with the scanner output files in it.

Consult the Brunnhilde documentation for additional detail.


https://github.com/tw4l/brunnhilde/blob/main/README.md
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Scanning Disk Images and Directories with Bulk Reviewer

BitCurator 4.x.x releases include Bulk Reviewer (version 0.3.1). Bulk Reviewer “is an
Electron desktop application that aids in identification, review, and removal of
sensitive files in directories and disk images. Bulk Reviewer scans directories
and disk images for personally identifiable information (PIl) and other sensitive
information using bulk_extractor, a best-in-class digital forensics tool.”
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Click Scan new directory or disk image. On the following page, select Disk Image
under Type and click Browse to add our SampleData.E01 image. Enter a name; we’ll
use A Sample Disk Image in this example. Click Options to view available options
(consult the Bulk Reviewer documentation for additional details). We’'ll use the default
settings in this example. Scroll down and click Start Scan.

You will see a spinning progress indicator appear. If your disk image is large, the
program may remain in this state for some time. (Tip: You can reduce the runtime of this
program by generating the bulk_extractor reports ahead of time. Bulk_extractor
provides dynamically updated estimates of completion time. See the next section for
how to run bulk_extractor independently.)


https://github.com/simsong/bulk_extractor
https://bulk-reviewer.readthedocs.io/en/latest/index.html
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This process will write a new bulk-reviewer directory to the base directory where our
image is located. In our example, this directory contains another new directory,
/home/bcadmin/A\ Sample\ Disk\ Image_reports, and logfile.
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When the scan has completed, a new page will appear showing a navigable list of all
discovered features. Consult the Bulk Reviewer documentation for additional
information.



https://bulk-reviewer.readthedocs.io/en/latest/index.html
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Scanning Disk Images, Files, and Directories with
bulk_extractor

BitCurator 4.x.x releases include bulk_extractor (version 2). The bulk _extractor tool
“scans any kind of input (disk images, files, directories of files, etc) and extracts
structured information such as email addresses, credit card numbers, JPEGs and JSON
snippets without parsing the file system or file system structures. The results are stored
in text files that are easily inspected, searched, or used as inputs for other forensic
processing” (https://github.com/simsong/bulk_extractor/blob/main/README.md).

Note: The 2.x releases of bulk_extractor do not include the BEViewer GUI front end.

In this example, we will use the bulk_extractor CLI to analyze the EWF disk image
(SampleData.E01) we created in an earlier step. Click on the Applications menu in the
top left, navigate to the Forensics and Reporting submenu, and click bulk_extractor.
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-S min_carve_packet_bytes=40 Smallest network packet to carve
-x ntfsindx - disable scanner ntfsindx
-x ntfslogfile - disable scanner ntfslogfile
-x ntfsmft - disable scanner ntfsmft
-x ntfsusn - disable scanner ntfsusn
-x pdf - disable scanner pdf
-S pdf_dump_hex=0 Dump the contents of PDF buffers as hex
-S pdf_dump_text=0 Dump the contents of PDF buffers showing extracted text
-x rar - disable scanner rar
-S rar_find_components=1 Search for RAR components
-S rar_find_volumes=1 Search for RAR volumes
-x sqlite - disable scanner sglite
-x utmp - disable scanner utmp
-x vcard_carved - disable scanner vcard_carved
-x windirs - disable scanner windirs
-S opt_weird_file_size=157286400 Threshold for FAT32 scanner
-S opt_weird_file_size2=536870912 Threshold for FAT32 scanner
-S opt_weird_cluster_count=67108864 Threshold for FAT32 scanner
-S opt_weird_cluster_count2=268435456 Threshold for FAT32 scanner
-S opt_max_bits_in_attrib=3 Ignore FAT32 entries with more attributes set than this
-S opt_max_weird_count=2 Number of 'weird' counts to ignore a FAT32 entry
-S opt_last_year=2027 Ignore FAT32 entries with a later year than this
-x winlnk - disable scanner winlnk
-x winpe - disable scanner winpe
-x winprefetch - disable scanner winprefetch
-x zip - disable scanner zip
-S zip_min_uncompr_size=6 Minimum size of a ZIP uncompressed object
-S zip_max_uncompr_size=268435456 Maximum size of a ZIP uncompressed object
-S zip_name_len_max=1024 Maximum name of a ZIP component filename
These scanners disabled; enable with -e:
-e base16 - enable scanner basel6
-e hiberfile - enable scanner hiberfile
-e outlook - enable scanner outlook
-e wordlist - enable scanner wordlist
-S word_min=6 Minimum word size
-S word_max=16 Maximum word size
-S max_output_file_size=100000000 Maximum size of the words output file
-S strings=0 Scan for strings instead of words
-e xor - enable scanner xor
-S xor_mask=255 XOR mask value, in decimal -
bcadmin@bitcurator:~$ i and Media
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This runs the command bulk_extractor -help, displaying all the options available for
the command. A full description of these options can be found in the bulk_extractor
manual. For this simple test, we will leave all of the default scanners on, and specify


https://github.com/simsong/bulk_extractor/blob/main/README.md
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only the required output directory, and the source material we wish to scan (our disk
image. Enter the following command:

bulk_extractor -o beout /home/bcadmin/SampleData.E01

This tells bulk_extractor to write its output to a new directory beout in our current
working directory (/fhome/bcadmin), and to scan the disk image found at
/home/bcadmin/SampleData.E01. Once bulk_extractor begins running, the terminal
will redraw to display a dynamically updated progress page:
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- Home bulk_extractor Sat Oct 22 13:54:11 2022
available_memory: 14231986176
bytes_queued: 671088640
depthO_bytes_queued: 671088640
depth0_sbufs_queued: 32
elapsed_time: 0:08:32
estimated_date_completion: 2022-10-22 14:05:37
estimated_time_remaining: 0:11:26
fraction_read: 42.761756 %
max_offset: 6710886400
sbufs_created: 38686646
sbufs_queued: 32
sbufs_remaining: 3
tasks_queued: 29
thread-1: 6694109184: net (20971520 bytes)
thread-2: 6710886400: aes (20971520 bytes)
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Once the scan is complete, you will see a confirmation printed in the terminal with some
statistics on the run. Click on the Files icon in the dock, and navigate to the beout
directory in /home/bcadmin.

This directory contains a range of items, including folders for JPEG images that have
been carved out of the disk image, files that were extracted from zipped materials, and
text file reports for each scanner that was run:
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sbufs unaccounted: 0
Time producer spent waiting for scanners to process data: 0:16:34 (994.82 seconds)
Time consumer scanners spent waiting for data from producer: 0:00:00 (0.03 seconds)
Average time each consumer spent waiting for data from producer: 0:00:00 (0.00 seconds)
*%* More time spent waiting for workers. You need a faster CPU or more cores for improved performance.
Total email features found: 24158
bca @bitcurator:

wared Folders
and Media

B ae =@l @R Rright Cerl

Note: The bulk_extractor tool does not parse the filesystem(s) contained within the disk
image, so all features identified are referenced only by their byte offset into the source.
If you wish to link specific features to the files they originated from within the
filesystem(s), you will need to run the fiwalk tool to create a report of the filesystems,
and the identify_filenames tool to map features in the bulk_extractor output to those
filenames.

To run fiwalk, in the same terminal type:
fiwalk -f -X /home/bcadmin/SampleData.xml /home/bcadmin/SampleData.E01

This will create a new file, SampleData.xml, that contains a DFXML map of the
filesystem(s) within the disk image.

Next, run the following command:

identify_filenames.py --all --image_filename /home/bcadmin/SampleData.E@1 --xmlfile
/home/bcadmin/SampleData.xml /home/bcadmin/beout /home/bcadmin/mappedfeatures

In order, the parts of this command tell the tool to process all feature files, use the
image filename SampleData.E01, use the output from fiwalk, the location of the
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bulk_extractor output, and where to put our new output (a new directory named
mappedfeatures).

Click on the Files icon in the dock, navigate to the mappedfeatures directory, and
examine one of the files (in this example, we’re looking at annotated_telephone.txt).
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Compare this to the equivalent report in beout, and you will see there are now two new
columns: the full file path of the file from which the feature originated, and the MD5 of
that file.
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Creating Baglt Packages for Secure Transfer with
Baglt-Python

BitCurator 4.x.x includes the latest release of bagit-python, a simple command line tool
to create Baglt-style packages to facilitate data transfer.

To see the help options for bagit-python, click the Applications menu in the top left,
navigate to Packaging and Transfer, and click Bagit-Python Library (BIL). A new
terminal window will open:
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validation to detect corruption.

--completeness-only Modify --validate behaviour to test whether the bag
directory has the expected payload specified in the
checksum manifests without performing checksum
validation to detect corruption.

Checksum Algorithms:
Select the manifest algorithms to be used when creating bags (default=sha256, sha512)

--shake_128 Generate SHAKE_128 manifest when creating a bag
--sha3_256 Generate SHA3_256 manifest when creating a bag
--sha384 Generate SHA-384 manifest when creating a bag
--blake2s Generate BLAKE2S manifest when creating a bag
--md5 Generate MD-5 manifest when creating a bag
--sha256 Generate SHA-256 manifest when creating a bag
--blake2b Generate BLAKE2B manifest when creating a bag
--sha3_512 Generate SHA3_512 manifest when creating a bag
--shake_256 Generate SHAKE_256 manifest when creating a bag
--sha3_384 Generate SHA3_384 manifest when creating a bag
--sha1 Generate SHA-1 manifest when creating a bag
--sha224 Generate SHA-224 manifest when creating a bag
--sha3_224 Generate SHA3_224 manifest when creating a bag
--sha512 Generate SHA-512 manifest when creating a bag

Optional Bag Metadata:
--source-organization SOURCE_ORGANIZATION
--organization-address ORGANIZATION_ADDRESS
--contact-name CONTACT_NAME
--contact-phone CONTACT_PHONE
--contact-email CONTACT_EMAIL
--external-description EXTERNAL_DESCRIPTION
--external-identifier EXTERNAL_IDENTIFIER
--bag-size BAG_SIZE
--bag-group-identifier BAG_GROUP_IDENTIFIER
--bag-count BAG_COUNT
--internal-sender-identifier INTERNAL_SENDER_IDENTIFIER
internal-sender-description INTERNAL_SENDER_DESCRIPTION
- git-profile-identifier BAGIT_PROFILE_IDENTIFIER
bcadmin@bitcurator:~$ ST
and Media
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The bagit.py command has many available options. Consult the README for a
detailed explanation. For this simple example, we will create a bag that includes a
metadata identifier for the source organization, specifies that we will use the SHA256
hash algorithm, and that we are creating a bag of the TestAnalysis directory we
created in the Brunnhilde exercise:

bagit.py --source-organization “BitCurator” --sha256 /home/bcadmin/TestAnalysis


https://github.com/LibraryOfCongress/bagit-python

Note: This will perform a “bag in place” operation, which rebuilds the original
TestAnalysis directory, moving its content into a data subdirectory and writing out the
relevant bagit metadata into a selection of new files:
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Creating bag-info.txt
- Creating /home/bcadmin/TestAnalysis/tagmanifest-sha256.txt
$ cd TestAnalysis/

for
for
for
for
for
for

for
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for
for

file
file
file
file
file
file
file

file
file
file
file
file
file
file

file
file
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data/carved_files/registry/NTUSER.DAT
data/carved_files/registry/SAM
data/carved_files/registry/SECURITY
data/carved_files/registry/SOFTWARE
data/carved_files/registry/SYSTEM
data/carved_files/saa-dfa-sample-data/25.iso
data/carved_files/saa-dfa-sample-data/The NDS

data/carved_files/saa-dfa-sample-data/ar99.do
data/carved_files/saa-dfa-sample-data/files.z
data/carved_files/saa-dfa-sample-data/jo-work
data/carved_files/saa-dfa-sample-data/nps-201
data/carved_files/saa-dfa-sample-data/ntfsi-g
data/carved_files/saa-dfa-sample-data/somethi
data/carved_files/saa-dfa-sample-data/terry-w

data/csv_reports/duplicates.csv
data/csv_reports/errors.csv
data/csv_reports/formatVersions.csv
data/csv_reports/formats.csv
data/csv_reports/mimetypes.csv
data/csv_reports/unidentified.csv
data/csv_reports/warnings.csv
data/csv_reports/years.csv
data/logs/bulk_extractor-log.
data/logs/viruscheck-log.txt

$1s
maniiest-shaZSS.txt tagmanifest-sha256.txt
$
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Navigating into the TestAnalysis directory on the command line, and listing the content,
we can see the result of the bag creation operation.
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Running fiwalk with the ClamAV Plugin to Scan Disk
Images for Viruses and Malware

The “Domex Gateway Interface” (DGI) is a plugin specification for fiwalk that enables
metadata generated by other programs to be embedded in fiwalk’s output (for example,
a DFXML file) as a key/value pair.

BitCurator includes a plugin, ficlam.sh, that enables ClamAV to scan files identified
within disk images when fiwalk is run. To do this, open a terminal and navigate to the
fiwalk directory with the following command:

cd ~/.fiwalk

This directory contains the ficlam.sh script, but before we run it we need to provide it
with some configuration parameters in a ficonfig-formatted configuration file. This has
the following layout:

# globpattern channel args

* *x dgi ./ficlam

This specific configuration pattern tells the program to scan all filenames with all
extensions (*.*). If desired, we could replace this pattern with something more specific -
for example, scan only files with the .exe file extension (*.exe).

For now, we'll create a new configuration file, clamconfig.txt, from the command line
with this single line:

echo “*.* dgi ./ficlam.sh’ > clamconfig.txt
Now, run fiwalk with the appropriate flag to tell it to use the plugin:

fiwalk -c clamconfig.txt -X /home/bcadmin/SampleDataWithClam.xml
/home/bcadmin/SampleData.EQ1

A new file, SampleDataWithClam.xml will be created in /home/bcadmin/. Each
identified file result will now include the result of this plugin:

<hashdigest type="md5S’ |
<hashdigest type='shal' >beﬁec538b40c4f04392a11?141i

<l-- plugin_process -->
<clamav infected>0</clamav_infected>




